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SSL Secure Socket Layer GEBEE
TLS Transport Layer Security i3 ey
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2 ZEEREIER

AR B IR BulerOS 2 4t 1) 2 4 N[ Sk m A [ 77 7%
2.1 ¥AE R G0 G iR
M 4HXFEulerOS &R Gt AT & ) H 19 7 AN

2.2 BRI ] s
I SRS T B ST e I ] B e LR B T BRI I [ SR o A A 4 4% TUER A SRS
2 S0, BRAN A s AN WO B e

2.3 [
I SCAERLUIR )5 SCARTumask i & 3.

2.1 HAER G EHR L

I 4% BulerOS 22 GEREAT INIE ) H K 7 S22

2.1.1 NEH/Y

BAERGENE R RGN, RIS B ST IR AR, REMER
ARGk, ARG ENARNH, ZEGRGE S MBI, stk wTH
PERTATIR I, AT HRIE R G, BEE 70 8E R 2 f/y, SURKEEH AR i
I3 T BOR BH AL 8 2 A 33 S8 0 2845 B R G ek, TR 2 % &/ K

Rk, TR R RGHAT AN, @A, eBReERAR, W% e
P, $ETH RS 1.

212 MEFE
AT IR EulerOS ) 22 4 N[ 5 28, A5 Il 5 A0 [ P 25
® JnfE s

EulerOSERNFEH R Gt &N, 7223 A 2B RS, RYUEE R 3)
I [ Bl Bl 22 4N i Ak 55 5% 2 Ge kAT B A4 T o

® nENE
EulerOS & 4t il iy 25 £ 243 N LA R 5N
- RS
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- SUHRRUR
- RS
- HEBUAIE
- kS ALY

2.1.3 fnE S0

HI TR SO« K LV BEAT 1 22 A hnfs], AT ag sl F 7 A A ST 5 B AR S, 52
T ARG 5 e, X5 FTER I R 2- 157 .

= 2-1 ME 017 ER

INER Jin [ Fd 5 145200

FRRAME | YRR MATES RS, 7/ | HPKEEAERE 7R

R PR | FieHINR . i, FRFH2 E3R
AR Ho

LA P SSHA &, AZRT B 18] & /ete/profile
A6 TMOUT 5 £ A=/etc/ssh/sshd_config ST
89 ClientAlivelnterval F B B AME ¥ &/ 44
Bk, HATAH3004),

H&ERE | DAKERNASAL, OLZE2DEEKE | RGFHFTEHP AREE

P 1 FRE INGFRE B ERRREA 3 | BRI 0L, OB
o GHRIREER,

REGFREL | BHPEXARGEN, D ESMEIN, | AP ARMEETERRS,

W B2 | K BB E 30080, Bie MR RE S % | T P BB E Ja DA 2545300

y_’\ﬁ /\é}ﬁo *&I\O

H P ERIA B FA A B A umaskfB oN077, | A EEEBERG SR

umask{H & P A SCAF R BRAARUR 600, H AL | 58 SCAFELH SRR o

il FR 4700,

H4HR3 | 04 F B3 E R E N et/ H4 st 3 Je P 358 8 ok
login.defs SCAFSEHL, INEBGAME N DA | B, $78 04 5 i
BOAABOH0 KR, PIE DA/ | BERBM, MBS TGk
(BB (R 2M0, DRI GaHe R REL | EA RS
HTo

subFRBRH] | sumr @ FEARK P 2 [|P)#. 8T | HiEK P $ATsum 2k
WER ARG AU EXsuin S | I, AU A wheel B4 4
HBGHATES], R 0 Frootfiwheel#E4H | A Phsuffid)o
A A5 F sutiy 2, BRI A ik = A
H-

2% 1broothk | ¥ B /etc/ssh/sshd_config L AEI) FH 7 75 B A K

JTEH#ESSH | PermitRootLogin 7B ffI{E Jyno, FIF'JE | SSHE S5, )k Eroot

BERARG 124% FrootiK J' EL#SSHE 3% R 5t . MK o
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HREI

nEEid

ka2

SSHE i %
Bk

SSHAR %% [FIMACs Al Ciphersfic &, 251k
YTCBC. MD5. SHA1BVEM ST HE, &
MCAHCTR. SHA2EVE

M Fiwindows I FH 13843
fRAA I Xshell. PuTTY AS
¥ Fraes128-ctr. aes192-
ctr. aes256-ctrv hmac-
sha2-256. hmac-sha2-512
HiE, R HIELIGIE
SSHE 3k 24 HITE L, 1
i FHEHT IPUTTY (0.63
FRALL L)« Xshell (5.0
WA e UL B 5k

2.2 FRIA N [E SRhg

o ] S s B S A R ] A o L C L 1 BRI [ SRS o AT R S A BRI S
(R S0, BRI [ S ms A @i P i e

2.2.1 2%k

2.2.1.1 fNE SSH PR
WiRA

VB 2508 FOpenSSHIMUN (UL AIFZESHL.
SSH (Secure Shell) & H I AIEE, T N B ok 2 1E A1 HAh W 2% Ak 55 $efit 22 PR IR

R . F R SSHMS AT LLAG R 1 ze F e #E e R A (1045 O B8 o) R . 3% 3 SSHA] LA
Xt T E AL A R AT s, JEBE 1L DNSHRIm FIPHR B OpenSSHZSSHYM ) 4 2% I

INESSHARSS, RARBEASSHIRFS T HIBCE, Kidm REM 2 et R2-20h 4]
B ST ER AN, 45 A8 ] 30 AV B

(D sseem

BRIA Ao B S TR P A

¥
&

© IS5 i o [ S
AT EulerOS R Zi % SSHAR 55 AN I W& 428 2-2 1755 o 2 v v A I il 353245 £ SSHI)
fic & S /ete/ssh/sshd_configH s

3 2-2 SSH AR S5 2R IA N E] SR A& 152 ER

REE AR I TMERAE
B AH FH SSHM S R AS Protocol 2
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R AR S A A R AT V2.0 R AUl B F Mt 2 EAME R
REE AR SNETR MERRIAE
WESSHARS I HERT . Il skng s | SyslogFacility AUTH
WHEN “AUTH” , HIWGIERHE
W Bt Fsshd H EWH EE IR LogLevel VERBOSE
WEMHSSHE R G, feh MBS | X11Forwarding no
]

i RANE 2R IR AL MaxAuthTries 3
WE AT R AHINE. PubkeyAuthenticati | yes
on

BB e 1 AV A HRSA L2 RE RSAAuthentication | yes
BB A 7518 FHrhosts S Flishosts SCAF3E4T | IgnoreRhosts yes
I0AE . rhosts U4 Mishosts A4 T Al
PLT WA TN T B4 S ORI &
KA
W A2 2 Trhosts IRSASL%A %4> | RhostsRSAAuthenti | no
IS rhosts AR AT LAVT I A2 1T | cation
WLEITHE AL B R & % 44
WEREGMHET EVLRIRUE. 2T EHL | HostbasedAuthentic | no
B UE 2 F8 DS AR P AL E AR A P A | ation
A] LAAd FH SSHi%E 2
25 1FroothK ' ELESSHE S RSt . PermitRootLogin no
L]

&% & A4 Arootk 7 il i SSHAE & & 4,

15 2 Jetc/ssh/sshd_config X #49

PermitRootLoginF £ 6915 A yeso
BB e A VEH & N Ik 5 8 % PermitEmptyPassw | no

ords
1% & & 1 e AT ~/.ssh/environmentfli~/.ssh/ | PermitUserEnviron | no
authorized_keys ™ 5 & FI I AL &= ment
T B SSHELHE A% i (1) 5 5k Ciphers aes128-
ctr,aes192-
ctr,aes256-ctr

WHE ARG ERHIENETE (AR o # | ClientAlivelnterval | 300
Tt 8 E B R AR SR SR H 2% 7 i s, )
b 2 2
WEBNIRE. RS KEIERE, %5 | ClientAliveCountM | 0
Uity VA T S R BOA B — el , EHEA D) | ax
i
Bk SSHATfF R iR (5 B Banner /etc/issue.net
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e S B M R V2.0 2% AU I 2 22 ARG
SREE AR PnE FREIRRAE
W B SSHEME R 50 i e Ay ik MACs hmac-

sha2-256,hmac
-sha2-512
WESSHE WS KIE R A2 S & A | StrictModes yes
JTHOME H 3% Fllrhosts LA AL R AT A
L
18 FIPAMZ SR UsePAM yes
WE S LFTCPH K AllowTcpForwardin | no
g
sftp H BRI, IRKINFOK A LA LIN | Subsystem sftp /ust/ | -1 INFO -f
EHE. libexec/openssh/ AUTH
sftp-server
BEE e S FSSH Agent’ AllowAgentForwar | no
ding
W AT FOVFIE R B & P i v GatewayPorts no
Tunnel b % & 75 FL Y H PermitTunnel no
W B SSHE A H 1% KexAlgorithms ecdh-sha2-
nistp256,ecdh-
sha2-
nistp384,ecdh-
sha2-
nistp521,diffie-
hellman-group-
exchange-
sha256,diffie-
hellman-group-
exchange-
shal,diffie-
hellman-
group14-shal
L] g

/etc/issue.netBK N A “ Authorized users only. All activities may be monitored and reported.”
® )i i [ S
24 Hi EulerOS £ 4t % SSHZ% /™ i I ] g 1R 2-3 s« & vh i A [ T4 /ESSH
HITL & SCIHF “/ete/ssh/ssh_config” o
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3% 2-3 SSH Z& Fim ZRA 0 [ SR B 1 BF

FRmg Ut RA &35 MERRIAE
B ESSHE A #: | KexAlgorithms ecdh-sha2-nistp256,ecdh-sha2-
5k nistp384,ecdh-sha2-nistp521,diffie-

hellman-group-exchange-sha256,diffie-
hellman-group-exchange-shal,diffie-
hellman-group14-shal

JE 75 f# FIDNSEL | VerifyHostKeyDN | ask
HSSHFPHE L | S

KIS iFHostKey
(RRET
st FAE Rdh R T FEAR RO E T E P #ARFmIT R, BRAFE I EBORAK
J& #71536bitso

HithR22EIN
®  SSHARSAN W W48 e IPHhE

T g, @UH 7 E M FSSHARS I, AN T3 TP Lt AT 4k GWr, 1A
FEW170.0.0.0, A& /ete/ssh/sshd_config XA H ] ListenAddress At & 17 .

a. f&M%/etc/ssh/sshd config A4
vi /etc/ssh/sshd config

BEUARWT:

ListenAddress 792. 168. 1. 100

(D stem
P 1A192.168.1.100 4 1), = e T ALAEE IRF LB E .
b. FEJHSSHRS

systemct]l restart sshd. service

® [RHISFTPH F Hw ¥ H %5 Il
SFTP/EFTP over SSHI{ 24 FTPHMY, X117 nISFTPHI A F @ Ufd & FH K 5,
HEE AL BN CtE, ANREH TSSHE %,  [RIES X SETP ] LAV; v i) H sk 3E47 IR
€, Bk Hm B, BB ENT:

a. OIESFTPHIPAH

groupadd sftpgroup

b. BJESFTPHR H ¢

mkdir /sftp

c. fBMSFTPHR H 38 = FIAR

chown root:root /sftp
chmod 755 /sftp

d. BIESFTPH

useradd —g sftpgroup —s /sbin/nologin sftpuser

e. HESFTPH 1114

passwd sftpuser

£ GIESFTPH I FLHS%
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1.

mkdir /sftp/sftpuser

1EEGSFTPH 7 A% B 58 R

chown root:root /sftp/sftpuser
chmod 755 /sftp

&4 /etc/ssh/sshd_config 3CAF:
vi /etc/ssh/sshd config

BEUARWT:

#Subsystem sftp /usr/libexec/openssh/sftp—server -1 INFO —f AUTHH
Subsystem sftp internal-sftp -1 INFO —f AUTH

#End of sshd config

Match Group sftpgroup
ChrootDirectory /sftp/%u
ForceCommand internal-sftp

(M sten
1. %uRESH AP EGR P 4.
3 SSHIR %%

systemct]l restart sshd. service

® SSHILFEHUTH 2
OpenSSHIE LA, {EZFEPATAH, BROAATFEtty, WRBAT 7 E %50 K4y
L, SRR . T e, @EUH P IN-aEI, BRI N 74,
/N

ssh —t testuser@192. 168. 1. 100 su

(D szem

2.2.2 LR

192.168.1.100 %4 = 1#]1P, testuser* 15 F F o

2.2.2.1 ENHHNRFE

15 FH

Linux AT 0 A8 A SO AR, BIAE—A> H SR B 1 R 5 2 A A SR
R PRI, Linux i 5 B B2 SCHA F SR 22 4t e SCPRRTH Sl 22 4k 2 3
A A PR R AR AIE

BRI T RGP % H 36 AT SRR B i B T BRI

¥
et

BB BUCERIR . B/bin H 901, BOASIRIZER AR BUR ¥ B NT755.

chmod 755 /bin

FE]2 Bt REE,

chown root:root /bin

s
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2.2.2.2 MR T E T4

15 FA

RGUE M BAEMIER I, AEERE SICMIERIZ A BTl SRR i . i RS S8
QIR SR R A%, W P S A AR T AR SO, B0k

WSS A
ST
BB 4 “find/ -nouser” EH T IDAELERI SR, FF SO B -
2 Eid @4 “find / -nogroup” B HBFAIDALEERI S, F IEESCMIER -
e
2.2.2.3 BT HERH
B
AR MM SRR, WTRESPORRE M PRI, R G g atE.
SCIR

HE @ T A S ER ARG P BT

find dir —type 1 —follow 2>/dev/null

(M wen

dirh# % B F9 84k, BT ERRERLAMEE: /bin. /boot. /usr. /lib64. /lib. /var¥.
B2 RN AT LRER, nhdE W R a2 MIER .

rm —f fileX

(AR
fileX B 4 & B13k k09 AF %

ok

2.2.2.4 K ETFiHIZAY umask B

)
umask{E F >k 87 G g () SO AT B S B AR . a0 S 3 e umaskfE, AR B
K EEERTENE, FAE—ERRKE. sFrEREAsmR2a B IMRS, IERGR
PAFERZ R B P BE R AR SR . N T $e s e dERE pr 0 & SO B e 22 4
P, % E Humask{E 80027, umask AR IRAPRP) “HML” , umask{ELFALFR 145
I HE 2 002.3.2 umask{BE S X .

SCIY

TENC B S /ete/sysconfig/init T3 —4T: umask 0027,
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2.2.2.5 HIFRIERNCH BRI EREH

5t EA
LRGSR RS TR E B, e RS e R
S|
T % 2800 A A RS S
find / —type d \( —perm —ot+w \) | grep -v proc
find / —type f \( —perm —o+w \) | grep —v proc
B2 BRIV I FTE SO E RS WAL SCHFT B 60T DLHEBRTEA),  MHI R ST Bk 2 4
HAeRWERBR. H T a4 2R
chmod o-w <filename>
R
2.2.2.6 BRI at @S RYE AR
tEA
atfn 2 H TR 2 i 8] B S HUT IS . T m P iE it atdy 22 TR, &
KRG Yy 2Bk, TERE e S P .
S|
SB1 fBR/etc/at.deny T4
T2 Hat.allowl) A& F 24 Nroot:root .
chown root:root /etc/at.allow
B3 & Hill/ete/at.allow [ SCAFALR , AN root I £ 1 .
chmod og-rwx /etc/at.allow
i
2.2.2.7 PR#l cron < EI{FE AR
EA
cronfiy & H T AIEBAT AL S . AEERAEEH il cronin & %HE TAE, ERARAL %
Bk, B AR nI i Z a2 H
SCIR

SB1 MIR/etc/cron.deny S .
FB2  Hcron.allow) S J& 3 B Nroot:root

chown root:root /etc/cron. allow

B3 il /etc/cron.allow [ SCAF AR, (X root ] 4 .

chmod og-rwx /etc/cron. allow

— 4k
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2228 A/ EEZAMEENEY

15tFA
(R AP AT AR A28 R RIS H s RTH 3, O T R AR TS H i 1
SRR B SRR AR, HE AR TS BRI SR

KL

B HREF/AEH X

find / —type d —perm —0002 ! —perm —-1000 -1s | grep —v proc

B2 AR A INEE R,

chmod +t $dirname

R

2.2.3 H%SH

2.2.3.1 IERA#Z%ESH

i FH

WIZSHCR e B B AN RSB PIRAS . WAZRBUT P AT BCE I R geisih], X — R 5%
H R ROREEC B, TR R P B R R S A TR B NS L RIERERIE RSN
ZAaftE. tetn: 3l oM BNC B M 2RI, A R R R G At

K
BB KR 2-4F INIE TS N ete/sysctl.conf3CAFH
AR
BN R4 T:

net.ipv4.icmp_echo_ignore broadcasts = 1
net.ipv4.conf.all.rp_filter =1
net.ipv4.conf.default.rp_filter = 1

R 2-4 NZS BN E RAG A

REE ViR i 35 ROAE
M EZICMP) 1R/ 3C. NE K | net.ipv4.icmp echo ignore broadca | 1

W& A . sts

B UEE R G4 A A SE PRl & | net.ipv4.conf.all.rp_filter 1
TR, DL R iy .

S VEIPHEH (1 B, 2 7530 5 42 net.ipv4.conf.default.rp_filter 1

R B g N2 it SR & S e

%I

SCEAfRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7
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TREE A n 15 ROAE
IP Forwarding FJ fH IR AZAUIIPEL | net.ipv4.ip_forward 0

L2 In#ksysctl.con AR E N IZZHL

HEeRE£EIW

PEIBE R ML . INE s Ak
FZFFE

B2 F i 190 SR A YICMIP HL € 7]
T N S R AT

S

accept_source routeds FLVFEPEEL | net.ipv4.confall.accept source rout | 0

AR IS 1 8 B K BOK R e

12, PASOR Rl g5 ik 3 1 s A :

B R % . ] S R 2 % net.ipv4.conf.default.accept source | 0

FPE route

ST KIZICMPEE A1 SC. N net.ipv4.conf.all.accept_redirects 0

MG NEE LKL ) :
net.ipv4.conf.default.accept_redirect | 0
s

R HICMPE € M UK IEZEFH | net.ipv4.conf.all.send redirects 0

TN RA B THUE R ) )

W, RS %NS . TN SRS net.ipv4.conf.default.send redirects | 0

2RI

ZHEONIEICMPEIE R, A2 | netipvd.icmp ignore bogus error r | 1

Hidx2HE, ¥1E KERM | esponses

RS A T SRR S R

SYN Attack /& —FiEid i FHH R4 | net.ipvd.tcp_syncookies 1

BLEA(E R G H JE HIDoS K. N

[Fi] S 1% I J3 TCP-SYN cookiefit

.

hnlEldmesg(E 2, (NAVFEH A | kernel.dmesg_restrict 1

2=

WE ARG RBENCR BT ENLE | net.ipvd.conf.all.secure redirects 0

ICMP 5 5 1) S 388 2 ANER DA 5K . .
net.ipv4.conf.default.secure redirect | 0

sysctl -p /etc/sysctl. conf

R

® netipvd.icmp echo ignore all: ZMEICMPiE K,

M2 E, EUOTE I CHRTERMEN0, TFRRBERAD .

EIT )R Jo 4 208 T U S ) iemp echot® K 82 S B & L ikpingid), T
JUORRAE S B R 37 5 R E A R T BRI

® nect.ipv4.confall.log_martians: XJ 07 5 /i /5 E M 88 GIT B H Hidx.

T zaFE, EVOTEI CHRrBMERN0, JHRRHMEBIND .

HRIF R JE =il i A A SE VR RO HUAE OBt BU A% H R, AEFEeh BB,
WO ARG S B s FH 377 557 R 2 15 0T e 0
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® netipvd.tcp timestamps: KHtcp timestamps.

W wa%rE, @i Mtep timestamps CHRIERAINE N, KAPBEBRNO) .
{H A L 252 TCPB I B A HItERE, WA P IRIEEIREH I R ERT
o P T

2.2.4 IFPGAE

2241 BEMERIEERHNESER

PR
BEMZGTREERNELEL, HTESREARG AT RN ESES, VR
ARERAN R e BIROAETT, WRPHAEAE RO BLdi ¥ o RISt ) ARG 2 S 5y J HoAt
RGMEE, BRI RGN B bRELE

S )|

ZW B AT LA B M ete/issue.net TN B LI . K /etc/issue.net LR H N E B N
WHEE

Authorized users only. All activities may be monitored and reported.

2.2.4.2 # 1@ CTRL+ALT+DEL H&REB RS

JiER
BAE RGO RENSIE L Ctrl+ Alt+Del 4 S BEAT B S, 2R IURF R vl AR 1 PR iR
e S BE % k.

SEIL

I B i N A keyboard A [ Crl+Alt-+Del 2 48 i 5 bR H5 A 1k o
AR

o F ARG 6 R B AXENIRS) E 2R, &% 0 LkvhRCrltAlt+Del B 2435 E, AL H
e :

/etc/systemd/system/ctrl-alt-del.target
/ust/lib/systemd/system/ctrl-alt-del.target

2.2.4.3 & EL ik BEhE L ETE)

i5FA
TNEE WA 0 o P W g ey, alRE R fu ke R gt % 4. DI & umfr iz 1bis
17— B TRl A e % B shiR

SEI

H #3118 H B8] fH /ete/profile A I TMOUT B CFRANFE) #5iil], 1E/etc/profile &
Anan N E -

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7 20



TEIWCH AR 55w A R G V2.0 224 i W] T 2 AN ERAE TR

export TMOUT=300

2.2.4.4 %8 A FPHIERIA umask 1B 077

i

bk

BA

&

T

PER2

umask e FH TR A P BB SO B R B A PR . W R umaskFE R E LN, &
fEREH P el At P BRI K, 48 ARG ke el . R E pra P BRA R
umask{E 40077, EPH PO B ERAARBR 700, STHEFIERIABR N600. umask{E
RBAIEARE “HMDB” , umaskE FIALPR 35 771515 2 102.3.2 umaskfE & .

739 7E /ete/bashre. /ete/profile.d/ H 5% A XAFF M “umask 00777
echo “umask 0077” >> $FILE

AR

SFILEFS L & By 332 69 S A+ 4 o
AP BR R T SO & 32 oot 41 4root

chown root.root $FILE
(D en
SFILEXS % 1P 6 L4 o

ok

2245 %E grub2 MEZEAS

A

¥

&

$ER1

GRUBJZGRand UnifiedBootloader4i 5, & & —MEERG A E A, kI FA
A R4 (Wwindows. linux) , grub2 &grubfF+Z Sk .

Agasint, A LEd grub2 B AR GN RS E: N TR RGN R S A
ERBHY, FEXS grub2 I HEAT N AR IR 8 i grub2 4 A1 L A REfE UR
HBH

(REEY

grub2ZKiNi% B 69 0 4 AHuawei#12, RAZ A F AR EZRSE F — IS A grub28y 2 4, 52
TRk A E R,

1 Ff] grub2-mkpasswd-pbkdf2 iy &A= BN % ) 114
(L] e
grub27e % H k4% A shaS12.

[root@localhost ~]# grub2-mkpasswd—pbkdf2

Enter password:

Reenter password:

PBKDF2 hash of your password is

grub. pbkdf?2. shab12. 10000. DO649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BE49ES 7C5441C89FICIE29A88
BBDC05584706C89F3FEBSA284A8A85738058415F21A862A0464F34. CCOD536DF0418B75C34351B635BF209E05B02503B244
O0CTFE290843287925E0221860080318EC5A8C8D796B294A2C73C6623B6EAAEO4FFS840EE6FCEDASC29C46
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AR

JEEnter password#=Reenter password#it A48 ] &9 2 4~

grub.pbkdf2.sha512.10000.D0649C25C42DA547B79AD683974DE105DOF0899C 1 EFA4AD34BE49ES
7C5441C89F9CIE29A88BBDC05584706C89F3FEB5A2844A8A485738058A415F21486240464E34.CCO
D536DF0418B75C34351B635BF209E05B02503B2440C7FE290843287925E0221860080318EC54A8C
8D796B2942C73C6623B6EAAEO4FF8840EE6FCEDA3C29C46 % Huawei#12 % i grub2-mkpasswd-
pbkdf2Ae % & B4 ik, AR A h 09 E LR .

$HIE2  [f]/etc/grub.d/00_header K BN N FEX

cat <<EOF

set superusers="root”

password pbkdf2 root

grub. pbkdf?2. sha512. 10000. DO649C25C42DA547B79AD683974DE105D0F0899C 1 EFA4AD34BEA9ES 7C5A41C89FICI E29ASS
BBDCO5584706C89F3FEBSA284A8A85738058A15F21A862A0464E34. CCOD536DF0418B75C34351B635BF209E05B025038244
OCTFEZ290843287925E0221860080318EC5A8CED796B29A2C73C6623B6EAAEO4FFSS40EEOFCEDA3C29C46

EOF

[ seg
superusers F B T 1% B grub2 69 AB B I R GG IE P &
password_pbkd2F G 69 58K, FINEH A rub2fyk P&, F2MNRIZIK P oY 0 b 3 5 L

HB3 AT grub2-mkeonfigh &1 FiRESA AL

grub2-mkconfig —o /boot/grub2/grub. cfg

(steg

/boot/grub2/grub.cfg & grub2 49 BL & A4+,

B

225 PO<

2.25.1 Rk ARG K,

i5iFA
B TP Sh, SUARIK SRR RIS . RGP LRGSR T
RGN ERAE, IR RGK P

SCER

¥ R 4K P (19 Shellf& 2 Jy/sbin/nologin .
usermod -L —s /sbin/nologin §systemaccount

(AR

$systemaccountts F FIK F o

2.2.5.2 BREIER su S HIKA

i FH

sufm @ TEARK S 2 @Y1, 7R ARG ettt A 9% E X sum & 18 ARG T
4], H eV rootflwheel FEL 1K 7 8 F suir &, BRI Ad K A4S A .
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B

bk

suiy 2> FA 4 FH 42 1 i A& 2 ete/pam. d/suSCAAFSEBL, BB U :

H#%PAM-1. 0

auth sufficient pam rootok. so

# Uncomment the following line to implicitly trust users in the wheel group.
fauth sufficient pam wheel. so trust use uid

# Uncomment the following line to require a user to be in the wheel group.
auth required pam wheel. so use uid

auth substack system—auth

auth include postlogin

account sufficient pam succeed if.so uid = 0 use uid quiet
account include system—auth

password include system—auth

session include system—auth

session include postlogin

session optional pam xauth. so

& 2-5 pam_wheel.so BL E I}t AA

BoE L AR

use_uid FE T ETK S P uid.

2253 EBEO0SERE

15 FA

BOE MR A ESR AR .

¥
s

BN EVO NS

P25 & B /D3R A AL
— B —ANG T
—EbANAREFE

— A

— B AR TR~ @#S%N & ()- =[], < >/ 2R A b

A ANRERTIIK 5 — 5
14 ANRE A - AV

45 2% B 1) 15 B 8 1T 42 2 ete/pam.d/password-auth Fl/etc/pam.d/system-auth SC A4 SEEL,
BeEWT:

H#%PAM-1. 0
# User changes will be destroyed the next time authconfig is run

auth
auth
auth
auth
auth
auth
auth
auth

required pam_env. so

required pam faillock. so preauth audit deny=3 even deny root unlock time=300
sufficient pam fprintd. so

sufficient pam unix. so nullok try first pass

[default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
requisite pam succeed if.so uid >= 1000 quiet success

required pam_deny. so
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account required
account required
account sufficient
account sufficient
account required
password requisite

pam faillock. so

pam localuser. so

pam succeed if.so uid < 1000 quiet
pam permit. so

pam pwquality.so minlen=8 minclass=3 enforce for root try first pass

local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory. so use authtok remember=5 enforce for root
password sufficient pam unix. so shabl12 shadow nullok try first pass use authtok
password required

session optional pam keyinit. so revoke

session required pam limits. so

—-session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required

F= 2-6 pam_pwaquality.so B &R

B E N AR

minlen=38 KR 2/ 5 8 7

minclass=3 R VN WNCE S NINCE S5 N &
R T4 AR =3

ueredit=0 N4 SRR S 50

lcredit=0 48 &EBRANNEG F 5]

deredit=0 AL aE R M F

ocredit=0 0% B4 (B AR

retry=3 FrE R 2 ] PR3 I

enforce_for_root AL B X rootlk 7 A FEA AL

= 2-7 pam_pwhistory.so Bt & it A

e E IR oL
remember=>5 A ANae B 25 L i IH 1114

enforce for root

AT B X rootl 7 [FIFEA 2L

2254 EO0SEYH
it AR

HT ARG ZENHRE, BEOLSARARN0KR, DLRMRT7T @M 0 4.
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B

bk

1 RO 0 1 B 18 Bt ete/login. defs SCAFSEEL, N AR 2-8F s . R A 1
T IR AL S A fete/login.defsH o 3 Fp - B B #EIE R A2 CABC B A 52 i

%= 2-8 login.defs Bt BN EAFT 7~

SRR pi)1|E3 EERIAE
BRSSPV PASS MAX DAYS 90
PR A CA 114 (1) B /N T o B T PASS MIN DAYS 0
145 IRT R dR $ 7 R 3L PASS WARN AGE 7

(Msteg

login.defsZ2 X & B PR FHRAE G4, TREDSORRKIMRIE., RAKRELHORF., ZLHE
#9B E Sroot ) P FL3k. 4o F/etc/shadow S+ E A AR #9223, W] vA/etc/shadowBe B &, BP/etc/
shadow 89 BL & £ 56 44 & T /etc/login.defs. 240G A P AL RN, Brobddtzaek
B, TGN L EFENF %o

2.25.5 % EOSHMEE.

i5iFA
TR LEHRE, DL ARFISAAEERG T, BAZINERY . AR ZE R O
LS, AUERIA AT SRR . BEE O BN A Jusha512. 8RR BE
LA 2B 1 2k Es, DRAIE 2224

¥
e

14 B i 2 5315 Bl i A8 2 /ete/pam.d/password-auth Fl/etc/pam.d/system-auth 3C {4 5K
W, BLEWT:

#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam_unix. so

account required pam faillock. so

account sufficient pam localuser. so

account sufficient pam succeed if.so uid < 1000 quiet

account required pam permit. so

password requisite pam pwquality.so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory. so use authtok remember=5 enforce for root

password sufficient pam unix. so shabl2 shadow nullok try first pass use authtok
password required pam_deny. so

session optional pam keyinit.so revoke
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session required pam limits. so

—-session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam _unix. so

% 2-9 pam_unix.so B E Wi AA

BLEIN iR

sha512 i FshaS 1255365 4% o

2.2.5.6 BREMEBIE =R EHIE
i

¥

&

NTORBER] P24, B DA AT BIUE R N3, BEE BT H Sl Biie M
B BB () 95380 (30080) o R BiE ITE], ARATR A BCHE TR, BUE N 1]
TlﬁHFE’JEO\iﬁJ)\TfﬁE%ﬁfrﬁj‘ fEUs, H R RIS RS A . i Bk
B DA R A B SRR, B9 RGN 2 At

1445 24 2 1) 15 B 1B i 42 24 /ete/pam.d/password-auth Fll /etc/pam.d/system-auth SC£F 52 E,
BCE T

#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam_fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam_succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam_unix. so

account required pam faillock. so

account sufficient pam_localuser. so

account sufficient pam_succeed if.so uid < 1000 quiet

account required pam_permit. so

password requisite pam_pwquality. so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam_pwhistory. so use authtok remember=5 enforce for root

password sufficient pam _unix. so shabl2 shadow nullok try first pass use authtok

password required pam_deny. so

session optional pam keyinit. so revoke

session required pam_limits. so

—-session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam_unix. so

= 2-10 pam_faillock.so fg & Ii5i AR

BLEIN ViR

authfail T B S R M A
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BLE AR

deny=3 PP S 6 SR RO Bk 3 VR B A5 B0
unlock_time=300 W B S ] 230080 CRIS 41D
even_deny_root [F] B R il ootk 7

2.3 M

I SRR 55 SCMumask B AR 255 3o

2.3.1 XHEMEFRIRE X

Linux 5 G H1 SO F AT H SRABR F PR 2 e REIE I (] Ay 200 SOAR AN H SRt AT il A
o SCHATE FEUTHBUR 7> R, RERAHhAT =

A =AY P ] o SO R B ST V7 1)«

o UMFTHE: RGN .

o [FAHF: 5XMrAHEER - NBAKH.

o AhHF. S5MITAEAER -NBAKH .

SCAFAH SR IRLBR £ SCid I LA B B

i ust/steIRLIR 9755, K BEAr et v — kbl 5 9. 111101101, & LUnF:
o =M NFRR ST FH AR . ik, AIE . ArdiT.

o I =A7101FRRFEHHE P IARSy: k. AFE. AT,

o L =A7101 KR HARH P AR . "Ik, AFE . ATHAT.

2.3.2 umask EZ X
M PR SRR H S, Z SO H SRR — N EREBUR . Z A AR B umask{E
KfgE .

umask{EACR B RR ) “AMD 7 ,  BIFHEE f RBBR AR Dk 22 umask{H 73 31| S PR R
. SCHFRISRAE SRBUR AT EATS,  HRRISE s R T 3 5l 44T, Bl—
AN S SE FR R 8 BUER SH6667 Feumaskii . H 3% A SEFREVE IR 77708 Zsumask (i
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it
o

=

AF WA 5 EulerOS R G HHAT I H W 22 &40 84E, 18 S4590 A\ RT3 T 22 4 4
.

3.1 AP REIR

APz P H R =ANZ K.

32 RAJE w4
A4S EulerOS R Gu it AT 1 2 A 44 4 .

3.3 W28 )2 22 4
AL X 5 K b X 2% 22 4 T B 2 A e R .

3A4EHE w4

MRYEY N BAE N NEH X RGN BT 1 22 4 P 4 .
3.5 KRG MRS L4

3.6 Bk

3.1 REHEPHE

IR 2 H A=A

3.1.1 ZEH#IFHER

B (5 B BOR K S R, A5 B ARG I ) 22 4 U R ™ 5, 8 4F RGu1E
NEBENMEEAGIZG, — BB, HEmilsLss W, RGBSR, S
HORAAEENBIR. B, FHEMNSAZIRE . 85 B RGN % 2 b b,
SRATA I PRIFE I L AL B2 P ] BEAF AE ) 2 4z )L, AT P17 T W 1 22 4
R o

AR IR S, AN R & TR RG %4, Wi, %1
SR 54 SRR SO R FI, G AU, RIRIE RS54 I
HIIEAT.

3.1.2 ST R R £ 4R

MR 2 Yy (X G E 1, 4B N AT EMAF RO 55 RGEHEAT 7 i
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3 g M

RGEA X EulerOS HWTOShRA , R 4E)R A 4Ed 1 H 2 fRIEHRAE R G r] UL R IZ

17, DASCHEEN RSB A 3B AT

RGP INBEEBZORTERGRS . KO SRR ARS8, R0

2% [ 22 A 4Ed (10 H 2 ORBERIT KBR I 2% 22 4 TR IER 81T, IR fe g rE
H,OmRRERHEEH T WM. PR IEINSEThRE, (1% LM 2SI 4840

W28 J2 1) 22 A 4 — PR B T GR4 0 G P Xt I 10 47 24 g e 447 T R R S

R4E

HEE AT P 25
ZEY=

ff RGuH %4
EHE

EHE SR ERIEAOVER, P TRR. EHR4ESW L EREANE

=

o

32RGERE

I 4%F EulerOS 2 G AT 1) % = e 4T

321 RGEMFE

3.2.1.1 EHKFE
(M umn

LATATPIG IR P & “HR AR Gk P, A P %3 EulerOSH, & “S4Fii” FaffFiies
M, 2~ FHERKF TR,

I ORI AU T AR 3- 1T

+* 3-1 FHLKFER

T = =] T PR

root root A 2 B LK P

bin bin binllk /1

daemon daemon daemon/i J*

adm adm admlik

Ip Ip FIER AR S5 K

sync root [F] A2 IR 55K P

shutdown root KRS K P

halt root KHUIRSS K P
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3 U T
LY B4 T PR
mail mail S e 55 Tl
operator root BRAEIR
games users games/iK /-
ftp ftp FTPIK
nobody nobody nobodyiK /7
dbus dbus dbusiz 55 K 7
polkitd polkitd polkitf 55K /-
avahi-autoipd avahi-autoipd Avahi IPv4LLJK /7

tss tss TrouSerSZHAEIK ', HFAI{EiHE
sshd sshd SSHAR % K 7
ntp ntp ntpk %K

systemd-bus-proxy

systemd-bus-proxy

systemd Bus Proxy Ik ' . systemd-bus-
proxydi#E 2 F TR EIO B # socket F)Rf
R PSEE: il

systemd-network

systemd-network

systemd Network ManagementJl /'
systemd-networkd & & H ¥ 24 (1) R Gtk 55
BRI B I R 2 e, DA A
3 AL 28415 45 o

libstoragemgmt

libstoragemgmt

libStorageM gmt ™ # 3E F2 H F

3.2.2 kPO S 4EA

3.2.2.1 Ik PHEIPSEIE

EIREIN

AT AR I P B B, SR AR R P SR
PEREFEHIE I, BEL MR ARG K S B
MIERET A R % EAE A RIK .
EH AR, TR AT BRI

B ARATroot BRI, 75 856 AT B % I8 sul) 4 Bl rootlK 1
K FshaS12%F R 48 0437 IN% .
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3.2.2.2 BEMK
TEIG MNP i U 2t b, PR DA n AR e R LR K . 8 R Su iy D useraddk
BRI,
LD e
AXroot Bl P =T VAL 3 A= R K P o
1EIRAA
useradd [-u UID] [-g GID] [-d HOME] [-mM] [-s shell] username [-p PASSSWORD]
MRSHLHIE S WER3-2.
= 3-2 B K A& 8RR
S SHRRAR
-u HEEL T—UID.
-g HEEL T —1GID.
-d HEBIZH PR EZBREEFENEX (REASHE
3 o
-m FEZH PR B, I fete/skel H SO S I B AR
H.
-M AN PRI E .
-s & XA I Hshell o
-p WEH P,
VAR
{# Mluseradd. usermod. groupadd. groupmod#4~Bt, TiEFHAEA-p
HR--password S $ . KE. HH 0L EBUE Apasswda 4, AIkiFAH
183228 A AT,
BRAEZER
®  QIEE—/MK T AR Atest A o
useradd test
® QUFE—EIEIK T, HAR H 3 Nhome/test.
useradd —d /home/test test
3.2.2.3 fHIF& I
P KIARMA, B K OB, ARz . RS
Zuserde SR M ERIK 7
S ¥k

userdel [-r] account

RS HOR I 2 WR3-3.
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#* 3-3 BRI P& %R

SY SHRER
o MIBRZH P B NRTA H %
B0
TR testo
userdel test
3.2.2.4 HE MBI
RPRUEIE P e 4k, BB K A R0, i RS 2 chage kR BB IK - 1A 2L
.
B{EUAA
chage [-m mindays] [-M maxdays] [-d lastday] [-I inactive] [-E expiredate] [-W warndays] user
FHRSEU AT 2 W3R 34,
& 3-4 REWPEYH
P~ SR
m (R BRI AT (R AE I AR DL 1 %
M & B RO L. - N TR 4 .
a K F
1 S A L TR REHh S A0 114 SR T it
.
-1 fEa i . i EAtE e RS, e N R BURES
-E M BB H . i TIXR, K FOEBATT A
-W FH P 14 2T, SERmie s 515 B RE.
(D en
® & XANYYYY-MM-DD, +4nchage -E 2013-12-01 test& =Mk & testdy 0 42013512 A 1 8
T H.
® User5 69452 AZrootH F o
BRiELEG

B P test A RUOH 2013412 H31H .

chage -E 2013-12-31 test
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AR

FARLIRGR P, BiZeEREAFRESER, 2o R TAE RN 2% HF X

PAARI AR B, BRI P iE S E RIS P T

3.2.2.5 ZE Mk PR

ul

B Oy AE A BN 2 AR TR B B, SRk AL BRAZ A H

&, ik R

BAERAA
groupmems —g group [-a|-d] user
RS E I 1E 2 W3R 3-5.
< 3-5 TEMEFA
¥ SHREA
-g EEpekici By
-a Fafia e W N 2048 e B4 .
-d Fafia e K o NFE E BE RS BR
BRIEZEG
s FH P testdf 0 2R AL 2Hroot
groupmems —g root —a test
3.2.2.6 $iEM
RRIER G A, EE AT UE N AEHK, 2 5 S bRE o7 g
Bl JHIT RSt 2 passwdB usermod KA i MK F o
BR{EWAA
B K A R A
® passwd -l user
® usermod -L user
BRIEZEG
4 Etestlé 7.
passwd -1 test
3.2.2.7 fR45ik ~

Bt R 4 4 passwd B usermod K AREA K F .
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BRAEBLRR

BB

SRR P AT 2 i
® passwd -u user

® usermod -U user

it BitestliK /7' .

passwd —u test

3.2.2.8 & O4$

BRAEBLRR

AR EIE A, BEEK I H A RS 7, EHE A UEEKS 0%, 1
EVALIECT¢=! EEI’J Dé\ﬂéﬂﬁﬁﬁﬁ WM. ] R Gt & passwdRAB UK P 114

passwd [-g] [name]

(Msteg

TAEAT e R TSR SRR P4, Ed@k PR obHEREMAB S, HobRE
RN EGHas, HoLbER2HA b LE2K, ARFELABLLSIREDALL2E.

RS H I 23K3-6.

+® 3-6 12O LSS HIR A

S SRR
-g Fonteide e B 104
(R

® chpasswde & ZMEZHAF 2469 T E, 36-‘/\3‘14‘1‘19‘]Aﬁ%ﬁiﬁi}j"i)ﬂéd/etc/shadow“}’,
Tt oA LR, ATUREE 04, R AR S, kD 4Lz
AR HRe TR, BERNE,
® EBulerOSAedb X £F AATM A —F, 4T Rbash X #, historyiTEK AT A bashit Ao 3t T i &
bashé A7 L H DAL A BT X, &FHWLEDBITE Bhistory P, F 42 55D
R, deaBll. 2B T Jivxm)’ftftfi)ﬂﬁ’f’ﬁiﬁ'k@iéﬁﬂc T XA EA, drpasswd
I KX 75 XN I 498 5% % #4 Bl history
egl:
passwd test << EOF
> X &Y

> I EG
>EOF

eg2:
echo "W X #ZFF | passwd ——stdin test

EuletOSRE WA PR AR ET X, WwRAPEAGTE AL LT X, REA LT RS
AP BT ER, FAN T Rhistory ARG FA#E, FE4SET:

history -d 775
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BRAEZEG
linwill AL, M ASCRFEER TR, (R XM B s, <S8
i, HTReEHE, AR RSB 4, EIERLENBKN
77
Blhn, f&itestik R 4
passwd test
3.2.2.9 Uiz P #R4E
B R IR A AN R, BFEIR P R R E B E ARV AR AE .
BR{EAA
K AR H 3 N R “.bash history([home]/.bash history)” (4, EHK 7 HIEAE
£, AR SRR IREE R F R
3.2.2.10 R EMK A
B AR ATIR T R A, RENABEE SR ARMIK . ANE K
Fe
i E 2 03.2.1.1 ENUIK IS
#AE1RAA
LB AT M ete/passwd,  FLESCAF R IAIK 7 53.2.1.0 ENUK P E R IR K P2 S —
FA—H, BNEHZRIKIAAERIRE, s, 8 M.
TE2 KERGIK S EEAER, RIK S shell/2 5 M/sbin/nologin (/ete/passwd XA RRT 5%

Ja—MNTBAED)  HAR, WINEC/sbin/nologin.

s

3.2.2.11 RGOS MBE L4

LT AR R G AN AT E e A, A MR R G RINE SRS 5B
JE LB BUATE DL T N # 5% 2 sha512,

+ 3-7 ASMEE LTI

Bx R | BRE | fEk
B (B | A

des T iz — MO RRINE FE, R 64N IR, Sbr RAE5600H
R, AL FH R o
md5 |1 5 Message-Digest Algorithm 5. mdSHIfER &1k KAEEF S

By A0 A2 B AN DTATA He4i il—Fh R 1A% X
(LRI —MEE A 74 5 AL Bl — 5 KL [+ 7N 2t
ey d)
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Bx R | BE |
B (B | T

B

sha25 | 5 F Secure Hash Algorithm, %2 HFHE %, sha256i&H T KA
6 AR/ 64 BRI AW R, shaS 1238 A T A2/ 128
BEFIAL T E

sha51 | 6 &

2
blowf | 2/2a | 2 BlowFish#7: F KN 2% 64Bit K & 1 7457 5
ish

#BRAEWER

1 F]FF/etc/pam.d/password-authFl/etc/pam.d/system-auth 3/, Ffiikpassword sufficient
pam_unix.so/& 1 Z 0 1 1 4 I3 ik

H#%PAM-1. 0

# User changes will be destroyed the next time authconfig is run

auth required pam_env. so

auth required pam faillock. so preauth audit deny=3 even deny root unlock time=300
auth sufficient pam fprintd. so

auth sufficient pam unix. so nullok try first pass

auth [default=die] pam faillock.so authfail audit deny=3 even deny root unlock time=300
auth sufficient pam faillock. so authsucc audit deny=3 even deny root unlock time=300
auth requisite pam succeed if.so uid >= 1000 quiet success

auth required pam_deny. so

account required pam _unix. so

account required pam faillock. so

account sufficient pam localuser. so

account sufficient pam succeed if.so uid < 1000 quiet

account required pam permit. so

password requisite pam pwquality.so minlen=8 minclass=3 enforce for root try first pass
local users only retry=3 dcredit=0 ucredit=0 lcredit=0 ocredit=0

password required pam pwhistory.so use authtok remember=5 enforce for root

password sufficient pam_unix. so shab12 shadow nullok try first pass use authtok

password required pam_deny. so

session optional pam keyinit. so revoke

session required pam limits. so

—-session optional pam_systemd. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam _unix. so

HE2 BN FES R T B PO N R AR B .
HB3 77T etc/shadowSCHF, EH TR GIK) AT 2R — 7 BUR R IGE 2 5 5 RS — 3

B

BAEEEH

o

SB1 EHIAIK P root ) 2N &, 1 FF/ete/pam.d/password-authfl/etc/pam.d/system-auth

XA, A Fpassword sufficient pam_unix.so & IS0 1) 1 4 0% H% Ashas12.
SE2 BN Sk bR Fshas 120 M IR RIS 26
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B3 FTH/ete/shadow S, K Iroothk P 55 —F BOE IR AT A “$687 » Ui BHS 15 € R
—5,

— ok

3.2.3 RG AR Ut

3.2.3.1 BRFZHEIREE
SR
o /NRSHLL.
®  [XAPIRS BRI AR A A €, TR G 2 A B () AR 45 R 2L
®  SEPAAAE MRS .
© RS Y EBLLLEt SR I JE AT R
3.2.3.2 0 EHIZ
GG AT R AR, HERTRTE SRR, I R IR A TR R A
B, B R .
E{E1RRA

T HRGiwmS “ps-aux” BHRG LT AL,

$E2 BERGHZRIERE ORIEM P ERNAEAR, STEsER, REdH PR
EMUN RV VDI

HE3 ARIAEZ R, WHARG S “kill -9 PID” MR ZiHER.

TR

3.2.3.3 &R S/iK O
G AR R G 2 RIRS, WA 2 A Ml D 4 R

B{EVHER
. H P #4Tsystemctl list-units --type=servicefit & & & R AT H R 5 -

2. BEROGAATEMAMMRS GRIEH P ZENAMAR, FFERSAEZR, B
A e P AR S S BRAE LD .

3. AAEATENIRS, TR 7 MR RS
PArsyslogh 25 A1, Wi #4F:
a. M ATsystemctl stop rsyslogfin 215 1IE1Z R 51217 .
b. AT systemetl disable rsyslogi 4 5<% IR 55 BENLE 51

RIBAEATIE 5k RAINIZIRF A T E Z09IR o
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3.2.3.4 KEFHEBE

EH AN ERTA LRI ARER EIURGERE, 85X

BRAEWAR

P H RG4S “netstat -an” HFH LHT RGBT
B2 SHIEEER P DA, KA A 2 RITI R .
B3 AR, PR EALEIR, FIwE, WRSEH .

o

3.2.4 HEHEIH RS 4E

3.2.4.1 BENXHFIER

NRIENH RS % 4E, RAEEATFEEMNRERGNHERGEE, HEGEEESIE

3-8.

% 3'8 H 1:5151%\

=Feras B’z AEHRE

messages /var/log/ TSR R AL AR B AL 22 48 H (S B
secure /var/log/ e IR R A EEE B
maillog Ivar/log/ jiskmail H &

cron /var/log/ oSk MRS B H &
spooler /var/log/ 1t%news H &

boot.log /var/log/ WRRGEHHE

dmesg /var/log/ WRAGNZEHE
wtmp /var/log/ WP &R E

lastlog /var/log/ WP &R E

tallylog /var/log/ L3PAM. TALLY4H5E H &
euleros-security.log | /var/log/ ZAamEH &

AR

RELAELE, AP THARBERELTHARNBED R, FARFOERERABFLA A,

3.24.2 R HERANEFER

ARG d Hsyslogit sk R4t H &

syslogfig it =4 H AR (facility) FIEELL

(level) Xt HEMrRALEE, K HEERSCFeBi% . En DUdxAMH &, ]

PO 2810k 5 — A ENL LR H &

SCAYRRAS 01 (2019-08-12)
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HEFS
H &% K leveliE S WR3-9 (LA i FRE
*® 3-9 HEFR
level V1
emerg BEAE R, BRHRREATH, WRS%
panic
alert R AP OSHREE 3PN
crit KPR
err — AR, 5 [Ferror
warn BB, %A T warning
notice HEFR
info IR
debug WIS B

3243 KEBRGHE

FEXARGHE
o JFEALHE, M4

#systemct]l start rsyslog

® CHIARLIHE, fiflaws

#systemct]l stop rsyslog

@E H IL:\;:F; H’J'{klb\
Frds A ETF LIRS, A4

fisystemctl status rsyslog
® it Mactive (running), NIAFFHIRES.
® it Ainactive (dead), NI AFEHIIRE .

HwEHEEESE

FA ARG G WEH var/log/ T I H B STE, &40
7] o

3.24.4 FBXAFITRESG
® JFii

systemct] start auditd
auditcetl —e 1

o KM

systemctl stop auditd

MIERIHE HEEE, R
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3.2.4.5 BWEWHIFRIVRES

systemct]l status auditd

® it ANactive (running), NI EFIRE.
® %t Minactive (dead), NIASCHRE .

3.2.4.6 EFIEH R

BT RS0 DS FHauditetl iy 2 K288 B 1S EON S THIN, 0 m] DO S oF R0
BB N3/ etc/audit/audit.rules A

#BRAEBLRR

auditctl [options]

options U{H 152 IL.5£3-10.

% 3-10 auditctl %5 AR

T &

A

-b <backlog>

BEE WAV XHL BOAE 64,

- [0]1]

KBRS I RS

£]0..2]

BB K WbR iR 0=silent 1=printk 2=panic, ERINE N1. BEENZL
T Ab G S 45 1%, 0. backlogPR#EEH . WAFEREE,

HhfE .

2 SO rH S FORE U B 2 B 3R

FIH T IR, BEAT — 2

-k <key>

BE BTN A e R key, key g AL 32 WKL R T
FEeR, B REME— %0 Miwatch/™ A2 Y THID 3K

-m text

A Hroot P R IEH A 23 (B B2 H iF RS . UM R Siwatchix
BRI ESY . r=read, w=write, x=execute, a=attribute change.
XLV ] AR SRR EVE AT, T2 R A, readflwrite
ARG ARGX P E, BB TEHE R log.

-r <rate>

BCE AR A S HR ], ERIMEN0, RoRTCIRE].

-R <file>

M File SCAHH 2 BT

-S

AR

-a <lL,a>

BIA IR, aom B RBh1E .

-A <l,a>

NIMAL RN K, Sh1E Na.

-d <l,a>

Mt A as A (REE R AR U .

-D

it B3 i B R0 Al watch o

S [RGHH 4
8 [all]

WARFE AR E ARG, NERz—IH ok Wk
N T3 $8E R, SRBIONIE RgtiHM .
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= 3-11 g2 FEN) i RA

VIS & | EA
BRGER | task | BN BT SEERAUDIT FILTER TASK . 385 FAE
#1 S5 EIEE Huid. gid5F
entry | 1BIIELNE] RS0 8 H E N5ERAUDIT_FILTER_ENTRY, HT
e HEN B 2 G0 FH I 2 75 ) g o vk
exit FEINFN E R S8 A B H 85 R AUDIT _FILTER EXIT . FH-T#
SEIR M RGN 2 5 A o F .
user | JEBANFLNF| A U g JE#E R AUDIT_FILTER_USER, WH%{E
AR P A A AR AR R TR G 2T, IR R
S, AV Auids auid. gidFlpidfs A 2.
exclud | FI T 3EAEE RIS, 0T A A% SO IR R
e AUDIT_FILTER_TYPE.
FMAE | never | AF=AEH THL%.
A Ea . : NN
alway | ZrBc— ANk RS ERGHAHIR HBHER .
S

o  EEIIA I Mopen RS -

auditctl —a entry, always —-S open —-F success!=0

® [iif¥/etc/audit/audit.rulesfJ AL, K LA A A I Elaudit.rulesH BIRSEIL .

-w /etc/audit/audit. rules —k TEST audit rules —p rxwa

T Hausearch ] T &M H TH)a G HIH &, EREHE T AR RN #i 8] &l 8 it e & H
R

options £ LB A 4T & 1 48 Aman#F 8h 13 &

Fronlda K, ARG EE N AL 2 B AT A e — I AFID, RS AR
WA JE S AT I R o T L =X AND. WU, —ANH IR, RS L%

BRIELEB
3.24.7 e EHITHE
¥r{EWRER
ausearch [options]
[ erg
Hitiak.,
HRIELHI

5 /etc/audit/rules.d/audit.rules U 1 H &

ausearch —k TEST audit rules

SCAYRRAS 01 (2019-08-12)
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3.248 £ HEIHIRE

#RAELRR

BAELEB

audit i T+ R G Haureport TR M a1+ H &, X g REq 248, JFAEREH Tk

= o

RGBT DR 47 10 75 28 VR RO THR S, AT R T E R .

aureport [options]

(AR

options £ # . B # 8 47 & [ 48 X man#F 8115 &,

it RIGHE A

aureport —failed

3.2.5 INIES AN 4E 3R

3.2.5.1 437 PAM KR

A Z G f8 F Linux-PAMSEHLH F I S 5600 DA B R B H] . SR BERES.
PAM T %2t —H 3L S S (#E/1ib64/security/ H 58 R ) Fl—S8EL B CfE (FE et/
pam.d/H3xT) KA.

A GUE B 5L R DIARE 4R 7 ZEX PAMSR HEAT 12240

O<$E B

RGEBINMEE S ZREW T

(D DA KERFM AT CEHLG T ZE 86 .

(2) HAZEDAE “NGFRE (az) « KEFE (A-Z)  #7 (0-9) . FRRTH”
SRIURY S

(3) TIAARERIK P B0 K P 1515 — R

(4) ApefEdch i £SUAEAEIH A 4.

F P 75 ErootlK 7 A B BT QUK 7 AR, smFTE UL I 5 A B R 1 E .
R TR B, KRGS B il & 2 /ete/pam.d/system-auth Al /etc/pam.d/password-auth ]
pam_pwquality.soflpam_pwhistory.sofiC B >k HH B NS E 44, (HRMRCHE RE
BB 2 SR 2N BECRIS RIS L PRGOS, @A 8 FHEulerOS TN 2R
UN =%

% 3-12 pam_pwquality.so Fc E It A

BEE ;3
minlen=38 M4 2 /D5 8N 4F
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B B0 Ll

minclass=3 H4 208 K57Ek NGFEEE BT
X PR IR 55 Hh A =3 A

ucredit=0 HA R EAE R KRS 78

lcredit=0 HA R EAERA NG 78

dcredit=0 FA SRR

ocredit=0 FI A4 B AT MR T 4F

retry=3 Fre R 2 ] L2 I

enforce for root AL B Kroot H 7 [FIFEA AL

%= 3-13 pam_pwhistory.so Bt 115 A

L E TR BiER
remember=>5 H A AR O 25 At IR 04
enforce for root AV E XrootH J A FE A 2L

OS8R EYEHFRIFH AR
DMEBIA 4 K, $RAES BT

FB1 B Uetc/pam.d/system-authFl/etc/pam.d/password-auth 3L £ ffJpam_pwquality.so & ffJminlen
TEOME, WF:

minlen=10
K EEE D106
TE2  {RA7 IR t/etc/pam.d/system-auth fll/etc/pam.d/password-auth £ .

B

ERLEHREER
R B BN E S A BB N3 IR (I 8 S AR R BORE I 30k, TR = 4 83t e 590
B o HPBUEIARE, AR A E N TCR,  BE IR TRLAS DR P R P N T A
B VS, BRI RBE T
R T8, RGE B il & 2 /ete/pam.d/system-auth fll /etc/pam.d/password-auth ]
pam_faillock.solfit B K 5 ¥ % B & K HES I {E, pam_faillock.solic BT .

= 3-14 pam_faillock.so Bt E I AR

B E TR T
authfail IR g S R A
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BB A

deny=3 P B8 S R L 3 R BB
unlock_time=300 HE P SRR 1] 30080 CEISZpeh) .
even_deny root [E A BR fill root FH P

RGEH REERAG G0 OB AT “faillock --user XXXX --reset” iy 2 KI5 2 H
BT AR BGAE T (XXX IR 4D .

SR NEEELEFRENA

$R1
T2

$R1

T2

su P PRYETA

H A2 s Ol sIG PR E P BRI -

8 FrootH P &K R4t .

PATII R4, B2 04 cEne st . tar LUE BRI & P A = I BGE 38
—%R

faillock ——user XXXX ——reset

(AR

do ErootHl F H A A T O AMAAIRMBUT, LAFH00H T BRERRAL, BRRDE
pam_faillock & # = root Al 7 69 5 5543 &

(ER G EOE S (B S/

& 4 /etc/pam.d/system-authfl/etc/pam.d/password-auth 3C £ flpam_faillock.so & fJdeny
BE, R

deny=5
BB A BB 5, RIESEE S5 B BB S TR TIK P 5 B E 30080
LRA7H 18 ! /etc/pam.d/system-auth Fl/etc/pam.d/password-auth £ o

s

R BN e rootFwheel FEAL 1 7 48 H sumir &, BRI AD A P Ad FHsufn £ o
WL FHE, REEHE AT B P Hsuin SRR, BT
o HENMEIEASuBEMIA .

cat /etc/group | grep wheel | cut -d : —f 4
SHPFELL “” 53R
® I Tsuflfi.

groupmems —g wheel —a user
user ¥ fu VI8 H sudi 2 (I H - o
®  [Fitsufl .

groupmems —g wheel —d user
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3.2.5.2 #43#f SSH
SSHZ % 4xshell )i 5 . SSHE H AT AT 5, & A e 8 e 2 U0 A H A X 28 IR 45 42 1k 22
SRR P . R SSHMS AT LA R4 B 15 70 FE B P R o ()45 Bt 88 1) 8, i i SSHAJ
DL BT A A5 S 0 B 3k 47 hn s, t 95 IEDNSI B AP, In[ESSHARS:, 4815 SSHAR
SR E, SRIEE RGN et

#{EiR AR

HB1 1P SSHIC & 4 /etc/ssh/sshd_config, 75 F& SO H ) BB 5 22 4= n [ 5 5 F) BRAE.
BB . HA—E BEWERE, B

S H )5 SSHARS :

systemct]l restart sshd. service

R

3.2.6 S PR4E A

3.2.6.1 2 SCHHBR

AGUE P L ARIE R GG E S, FE3CF, R S R 48 it S ANRE
PAERGUE B MBI T SCIF AR R AR RS E 26 F AT il A AT 'S A B3 H R

BAERAA

i R2Gta 4 “Is -al [filename | path]” 22 F $& & SCAFIALFR o
3.2.6.2 fEBTHIPR

T2 E, BT PO SRR B T % B B .
B{EURAA

BT R G dr 2 chmod (2 OCAFALR -
HR2 Al R G4 chownfE SO IR B H sk A4 # 5

s

BRIEZE
S B R /binIRUR 755,

chmod 755 /bin

B2 0 H F/binfJE A A H Aot

chown root:root /bin

s

3.2.7 A& H R

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7 45



T IWCHL AR 55w A R G V2.0 224 i W] T 3 gy Tt

3.2.7.1 RESEXNANZEH
P BB TR BRSO IR A, 8 B 5 R 58 IR R I S B B 2 75
E%EoW@%&%PmMEm%%ﬁ%,ﬁ—%%%ﬂﬂﬁﬁ@%@%%mzé
BR{EER
S Bt RG0S “sysetl-a” FHAH RGO WIS
ST A5 U RS HU S 22 AN B E —— b, WS

B3 AN, NI NS EC E S ete/sysctl.conf, #HH ILSHAE A PHRCE .
® iy, WHESHERATERXF
® HAAEAE, WHZECE SO A% I S E

FBA PATRAZ L “sysctl -p” HRCE IS EUE L BT ARL
-5

3.3MEERE

A K 4 TR 5 A e R
3.3.1 fr KIGETE

3.3.1.1 B KRN E B

B K e B E — R AR, DAEA AR SR A e s Il . By K& T iptables
SCHL,  ARGUVE PG A] U R iptables it BB K AL .

EEYAIRANIEERE
iptables —S
B RG AR i B
B5 K K5 B AC B 15 S FiptablestH S H B, BEALANER AL,
(ARET
i@ idiptables # A 55 KIEMN )G, IRBATAH K, B KIEE R B Ko
3.3.2 WIEIENIEH]
EulerOS:izt fE 5z N 4% il £ B2 SSHILFEHE N, A b AR B2 75 = B IR SSHIZL FE £ N 1) 4 4
W2 o
3.3.2.1 i E MK

SSHCHFR2RAUE T 2 T A BIIEANEE T3 B0 A IE .

o ETHAMIAMET, REREMR MO nT L& i T, (HER 5523
“RIENT By (7 E HRIRS A .
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o L TEPIMINER EAMAREIIX, KA RS, GRS
FABATIAE . 5O WEMLE, SHHVAEA T EAE M EAEIEO4, HAT LI
o RN B

W BB HR PR
S ERS 23 im, 120Uetc/ssh/sshd_ configfit & SCIA- U 7 B AR :

RSAAuthentication yes
PubkeyAuthentication yes
AuthorizedKeysFile . ssh/authorized keys
PasswordAuthentication no
ChallengeResponseAuthentication yes
StrictModes yes

BB2 LK Pl FHssh-keygendE AR EAXS, AU T /root/ ssh/id_rsa, #5414
N, InE3-17R .

3-1 R A TAE AR
ash-keygen [-t rsa
GFenerating public/private rsa key pair.
Enter file in which to save the key |(/root/.ssh/id_rsa)|:
Created directory "/root/.ssh'.
Enter passphrase (empty for no|passaphrase) :

Enter same pasasphrase again:

Your identification has been saved in /root/.ssh/fid rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
rint is:
:7e:4b:20:70:8b:26:dB8:d1:a2:62:45 root@linux
randomart image is:
2048] ====+

PR3 L2 il ssh-copy-idkf A P& 36 A2 IR 55 4%, anEI3-257 .

32 BB N AE IR R

a
(R2A) to the list

logging inte the machine, with "ssh 'root@192.168.224.153"", and check in:

.zsh/authorized_keys

o make sure we haven't added extra keys that you weren't expecting.

(steg

Jo ¥ ssh-copy-id4r 438 26 5% F ssh-copy-id T £, &K 1E FscpE W44 N ZinA2IR 455
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B AR B, FRm RS &, nE3-30R.

3-3 EAEAINEE RTIER S
ssh root@lS52.168.224.153
Last login: Mon Jun 18 19%:2%:51 2012 from 152.168.224.153

R
3.3.2.2 ImIEEEETE

EEYAT SSH RS ER
AT DUE L L 4 A 20T R GE T (KIS SHIH 5 14 -

netstat —a | grep ”.*ssh. *ESTABLISHED. %”

nE3-4fr 7=

3-4 SSH AR B 551E

XI5 SSH RSk
® {E T LU i 4 K ] 5 SSHIR 45 e %

iptables —I INPUT -s 192.168.224.1 -m state ——state ESTABLISHED -j DROP
HA1192.168.224.1 4 57 % % i (TP .
o IR FHIEH N IEIRE T C LGN, WA dr S MR LR R

iptables —D INPUT —s 192.168.224.1 —m state ——state ESTABLISHED —j DROP

3.3.23 mIEEABEEIT

NIRIER G Z 4, RAEMHNTEF R BnfEEADE, HEE BB var/log/
messages 3CAF T,

BESSHERHE. M nplinT:

cat /var/log/messages | grep ”.*sshd.*for. *from. *”

34 EEERE

RN GUIE N KB BE  R GEEAT 1 22 A PR

3.4.1 I PHEFPEIN

BWAGEH ISR PITRE, RENNE R
& BAERGMIKSRE L, Im K2 CMHER.
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& KBRS A
® KBRS Rﬁﬂiﬁﬁﬁ§ﬁ$#

3.4.2 OS 4PN
M P S BE 2SN REM 7. AP MK PFO4RE R AR REZE
) 2 R BRIAT L A
XA e WU
® L NLRE FEHlroot 4,
o [ AfEEmyEE NS, Rl st n 4.
® [I&THFENIFHEAAE.
® ARG TH LIS E R E R IT4

3.4.3 HE4EEINL

AT RIA H 3 ey JFUN o H S AR AL
® L NG TTRLPRAZE].

®  [HENEMRATEG, RS0 SIS (HEAE . Bal . JSE) BAF
=R

DA 2 0 AR 6 6 RIS 46 .
©  EUGAEHAT A BRI R IR, LUR R B 1)

o WAhE, WETHELBE I

FUR BRI H S ISR BRI SE 02D . RO TR S (IRRESH. W
WL 5 8D HEREICR B, Bt RGNE R H ST R

EHERE
EWERRGHE, MARFHE R ZEHE, ERIARE SR, N
WV, FARE AL IR R BTCVE ATV, R ) 2 b e R /S Ab B 3R FT
4008302118149 A & KB o

SN AEE
HEN M T E &0, RSO SCHEEAMY R (. fis . et LR,
HELES0 5 B2 SR, DA H 2500 .

3.4.4 BETHEEIN

W E N RGHHAT eV, FRRIRAERAT REE AT MEWIE. ARGy
BRI RN 2% AR BRI DL T

EUR PR A A PR BT WAL RGEEAT R VRE, PRAEITE SR EOR
55 TRENMEL 2

3.4.5 imEFEEIN

TR RS R R Te A TR B e, AT B R E Im R BE AT AL
ARG 2 MG EEATRN, B RS MR — Rl il GBEsEh) 17
N
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R R 40 R GG 47 B MO, R AR R AR BRI, AR R
TR 75 BT L ATIEAT, 7500 2R G5 5 52 B I (0 03 6 B B S (B B T R O
AT LR, TG SRR BB, BT DRI T4 R i % AP _E 22 4
R,

TR 2 W H Nessus #7491 . Nessusiwifl iR TRy EEsR, JeiHZEA T . Nessus

T H 8 F 4 5 AT 3@ 15 [ nessus B P http://www.nessus.org/products/nessusii 173k

B,

TRIAF IR SO 2 — K.

® IR A MR ARG, 0 B O3 ] S A R T ) U A &
5, Wl EIRIEE B EIRE SR RNEAR TN,

o R KRIMASGERNF, FHATED FBMENFAR TRINET R SENG
CHF,  JISRAE BRI [R] A& B IR .

3.4.6 F{REW
HFZ P FEE, EEWN N REEIT 840
® N[E I 5T ARG BN =B/ .
o i ITHW LB . WIS gifl 2 JGHE T 410
® EEANT . AN &y, 1ES NS

3.4.7 MG ERETEEINL

P TERR DU AR (LR EE I 2% 30 SP AT IR 55 28 9 REAU R 28 3041, IE W8 4T
T A e A ) R DL A i Jo SUD T T R DAL AT A% A 2 ol P 2% 4 D R A2
), HEFEBER BB 7RI 200 ARG A RN 5 BRI IER I vlan
A, Bl R E B RO 15 B A X 2% #h AN UL

D SR P P 5 TSI it ) % B 0 2 4 2 TR A X X 2 R AR B R I B AR I
BT g i T, B 5N % AR

3.4.8 BRPEMR S IEIN
IR P AR RGO EI I, S AR Tl ) EL P R T R A )y
s

o WIRIgKA T RAHEN, WONEORSRF TRR SR AUa L sl I 3R, P IA]
I 4 N s R G0 52 B (5, O H 58 5 B iR i A B AR

o WIREA KA AR, EINBORSRF TREMHRHE i U NS 2 AL 481 A 1]
BAo B BIBAFRBUAR R T S5 SR SR TREITRE 7 B 5 58 St Bzl 55 (152
M, Jf SR A IR R TT i

3.49 #T ETREINL

P RN N RPN T S B, BEEAM RN R, BRI T, I
ERRIERG . BlEPE. HIEPE) R RATRIANT

==
A=

o REBATANT, HEEABRKITAZNEKR, 7 aTH %,
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3.4.10 &£ R A0 B AL &

P 5 B T NN 2 A S N S S A B, DAORIE I 2 S ln, AT URR
PR A= MU I, R 45 K B S AR A1

35 RGRFRE

ARFITFE T, P U7 T 7 B ) R AL 5 B G o e A B ) e, {E M A IR Do 2% b T
TR KA AT — A28 22 53 LA Linux RGEHAE R UL B N H 2L,

EulerOS ' [{I1R 22 IR 55 AR A 28 iR 55 4%, U RAE — W Las B8 T LIRSy, AR
SN PR ydaemon) , BTN —NEE 2 AW 4 i L &R . X LB 5% 45
PAN AL (B T BL

3.5.1 BRSSHIXL S

2% i 55 W X Linux 2 Ge3& AR 2 fa sz DL A& — 28 3 2 i 51| 3R -

® RIS Udr (DoS) « I A M55 K K EIR, LRSS i ik RSy Tevk
A, BONESZic SOt E N AENME R,

® ANIELRSS My (DDoS) = —FiDoSHIdr kA, W% S AR MIPLAR
(GHRILTEEEEL) WIS PATIS B, A AR IE R RIF I
TEVEMEH -

® AR Mrety: 19X TR 55 3 3 A P BIAS AT R 5% e an 1, B A PT LA BSG
BOH 1L S (I . XSS TR Moy S B A7 i Y, B Fe VP L B R
b St

® EA{PU M ER BRI TN 1023 IR & A5 U E R L P ORISAT . iR
o2 RS A TR R I A7 i 1, A8 ks 3 gt T AR DR I8 AT i N R e (1 P U
ARG, KON AT IZAE 38 R AFAE, B T8 M B 30 TR IR 1) &
gt, FEFREVI)E, M A3 TREFRIFEIZARGH VI .

(steg
BR8P T, R ET A RME A IR £ K A o
3.5.2 IR HECE RS

Bt m ettt BOAKPAEBulerOSH 35 MR ZEUIR S« (B LE2 1 4b:
® cups: EulerOSHIBRIAFTENARSS %5 o
® cups-lpd: & HFTEIARS 45 -

® xinetd: %5 — RIN T RIS IHELFIEH RS, HngssfipMtelnet 9 ik 55
o

® sshd: OpenSSHJRZS %%, 72 Telnet) %4 B AL i
EHAREGHIRRN I E RS, WRRSIERBT. il ESAEHTEINL, WA
T Bcupsk 221217, BLIRPEFIFEEF Fportreserve UM AR FHNFSv3E B #E K # HINIS

(ypbindfIR55) » WINiZZEH] rpebind. AMEEAG A ITHLE I AT A 2% 5%, 1M B
JZ AL A LTI FEAE T AR 3 1

353 A" 2EHIARSE

FEATI 2% R 55 # R AN 2 42, BT ARG BEORMIAME I AR 55 o 87 B BRI B 4 IR 55 T
TR, X TARXS B 5 W28 AR 55 SR B AR W 2
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PR D % 4 o LA A I 55 S 5 R R 55
®  LIAINE 77 NAE M 2% i A4 P 2 RS . IRZ 20, H i Telnet FIF TP,
BN NES A A IS, MR BRI .

o DA 7 AL BUREE . 1R 2 P UE S IR AL R I A 2%, X il
}ETelent. FTP. HW%MMW IRZ MRS, LLAINFSAISMBH PLAS in

175 2AE W0 25 ) A% s B o P 2 08 K S Bl SUIN A 534 B 1) 2% i 114 i 5K
it

KA LA RS Bl FErlogin. rshy telnet. LA vsftpd.

BT i FE B Sk MshellFE 7 (rlogin. rsh. DL Ktelnet) Mgk fd FH LLSZFESSH. #1515 S
[ 283.5.10F “fRFESSH” £ J<sshd.

FTPFH ARGz FEshe IR EE R AERT R G0 2e 4 @, (57BN E I M ISFTPAR 45 %8 LA
Gt R, A RIRFEFTPAR S #y L &M FEE 1S S 5E3.5.8 11 “REFTPRZE”

JS2/NCMSE FH S AE T b7 K et J 156 P O il 95 4 -
® auth

nfs-server

smblA Xnbm (Samba)

yppasswdd

ypserv

ypxfrd

3.5.4 {RBE rpcbind

rpebind i 55 & JYNISHINFSEERPCHR 55 HEAT 5 &5 11 70 BE A 7 9 3R & IVAIERL I LE
Bees, JFRT DN AR 55 VS Bl K 2y Bc i 1, R AR A PR P L 22 4

AR

B ANFSv4RF & Zrpcbind, AT ABBErpebind % 4 R % "aNFSv2AeNFSv3 8 4T 4o R B EIE4T
NFSv2 & A NFSv3Ik 4%, % Zrpcbind.

WARISATRPCHRSS» 5 ZEIRE ST DL A

£ TCPWrapper {&3F rpcbind

JNTCP Wrapper3 A WHRIFAUETE S, BT LS FHTCP Wrapper PR il % 26 552 R 1] 3= A1
Vi i rpebind % 55 1R 55 22,

AN, BRI IS BT AN, R B PR . B Tl DNS T EE A e T
PG ENL, BT LA B %@}fﬁ BB

15& A B A& %3P rpcbind

Bt — D IR H U M rpebind R 55, B & NZ RS 28 8 nfirewal ld FE N, = R st Xk E A4 k)
2RI I
PLF 2 firewalld Rich Textfr & AR . 25— A& LB £%5192.168.0.0/24 3 111 3

1 Crpebind Ak 5548 HI 035 11D I TCPIER 7R o 55 AN SEBLM A AL A — i
HNTCPIER RG], EZFFIra e SdEt. LR RIEE Zrooth )

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="tcp” source
address="192. 168. 0. 0/24” invert="True” drop’
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# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="tcp” source
address="127.0.0.1” accept’

FIFE, ZERAUDPYHLE, MIZAEH LR a2

# firewall-cmd ——add-rich-rule="rule family="ipv4” port port="111" protocol="udp” source
address="192. 168. 0. 0/24” invert="True” drop’

(REEY

F--permanenti4s A= | firewalld Rich Text 4%, WAL ILKAELE .

3.5.5 {&FE NIS &%

“MEEAE RS (NIS) 52— RPCHRSS, JRFRZ Aypserv, A 5rpebind & HEAHK
MR —IRfE A, 5B A TRV P 4 S DL e U E B
HEAT IS

NISHR 45 25 I VF 2 N AR P 2. BB FE DL T N R -
®  /ust/sbin/rpc.yppasswdd: WFR Nyppasswddk 55, XANSFHEERE O P SENIS

Y,
®  /ust/sbin/rpc.ypxfrd: AR AypxfrdkFs, XA HEFE 0 Sid i I 25 FONTS LGS 1%
iﬁo

®  /usr/sbin/ypserv: IXZNISHRSS &%~ 2FE.
ARSI , NISTERFFEE FHFAR % 4. %A FIVGENH], BATE Sk
LA AN R, AFEE A . R B FINISHI i, BRI /NG .
b, NISHIERGAR BA Bt A 24, XWiEH S E AE .
I AR EIRATNISHR S5 88, Jo B AR Barpebind R 55 1) 264, 1IEANESE3.5.450 “{Rf&
rpebind” FAEFEHIACEE, SRS AR YL LR B 10 8

EEARI ML
T NISIE L X AL AU AS B RGN, FrAERG KBS 5, FL7E R 2 A 22 4 i 4%
ST AR ., AR A AL HINISIE B, TR #G B AR i A o 12
TERLRI N 2548 B 5 1k ™ 28 1 22 A YR ] o

EA R FEA NIS SR fMEHR

HEEH P AITENIS RS 28 IDNS EHLA FINISIH 44, IS4 A NISH H (R AE AT v B AL AT
PATE AR SV B9 L T A FH i 2 MR 25 28 2 LS B .

Biltn: GnRA N NEEIC A HE N B N 4 B AR IR N (R ZERSLER P TP A
HED 5 B4 BAE i 4 v] 47 ete/passwd B

ypcat —d <NIS domain> —h <DNS_hostname> passwd
W RIXAN Bt # frootH 1Y, A4 ABAT T nTad i BL T fiy 2 3K B ete/shadow 3L A :

ypcat —d <NIS domain> —h <DNS hostname> shadow

3=

4o Z 4¢# Bl Kerberos, #F 4 /etc/shadow XA 3t T~ 2% A AENIS B4t
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BRI AT INISB,  MIZEDNS EHLA A s — AL R R, ol
o7hfawtgmhwg.domain.com. [FIFEH, WAJAIE—A “AFEP)” FEHNISE % . X5k
ki 2 1 10) 1EZNIS IR 25 25 A28 45 55 0 RAE

Ymi8/var/yp/securenets 3

R fvar/yp/securenets A& 4 A, BURMRAAMAAE (BRI 22 5 sl XA G
L) 5 IR ANISHL AT BT A P25 . B 56 BT A A2 A2 12 SO s 3 I A i/ oA 4%
XF, XA Kypserv R S Rk B X R 45 75K .

PL R A& /var/yp/securenets LA 1) 2% B 7l -

255. 255. 255. 0 192.168. 0.0

EE

BRBFHNISIR 5 B85, — 2 &H T4 &Y /var/yp/securenets 54 o

RABARIFA TP IPIRIR AT R, E 2> a] PARRAHINTS i 55 a4 Ak 55 1) kA
7%,

SECERTSIR O HHE M Rich Text FN

B 5NIS A e 45 2% # T LAZr B 2046 € 1935 11, rpe.yppasswddFR4h G54 i 2 /o
VP P S SR o HEPIASNIS RS 28 57 3 it #rpe. ypxfrd flypserv 73 it i [
XAl VIR B KRR, DU 3 — 2D 7 1k AR B IANTS R 45 2% s 47 i A2

B FIX— /&, TE/etc/sysconfig/metwork NI LA R #2417

YPSERV_ARGS="-p 834"
YPXFRD_ARGS="-p 835"

A Frich text firewalld MU AT F 5+ 53 i) 152 58 Ak 55 4% FH X £ i 11 BEAT (0T A9 100 2% «

# firewall-cmd ——add-rich-rule="rule family="ipv4” source address="192.168.0.0/24” invert="True”
port port="834-835" protocol="tcp” drop’
# firewall-cmd ——add-rich-rule="rule family="ipv4” source address="192.168.0.0/24” invert="True”
port port="834-835" protocol="udp” drop’

XU, WHAE R 192.168.0.0/24 M 2%, 54 RS 25 5 R AT %2 51834 F1183 53
Mo &E—H0UHTTCP, % —# N TUDP.

f$£F Kerberos TAME

NISH FNIEEAER, HAEEER R @R, T i X8, /etc/shadow i
s 7S AR AR I I X AT AR . G R NAR A AT LA IR NIS3ak 35 R 25 X 45 i &
A8 A T3 BT LA 7 44 DA R e 75 B0 . s 3 AT DUOR) 5 R A R P R B 12 5
(RS, ki m] LAY 1) 9 28 A 2800 7

K K erberos il I EF SN AT, WA L3 W 25 ARG A5 B0, FT AR GEmt BN 2242 .

3.5.6 {RFE NFS &2

NFSyiL & nl i A AN A AR I TCPRE T AR1%, (HE MAENFSV3 MMEA, 1A Z&UDP;
TESTFINFSv4RT, NFSHiEZAVER]. FTARAFINFSHI S FKerberos 7 fl 43 41N
iE, fENRPCSEC _GSSWHZMHLK)—#55r . [F NEulerOS S FiNFSv3{#i Hrpcbind, FTLA
A FKrpebind(F S W AFEEN .
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TR 2%

NFSV2HINFSv31E 45 ki, Apew Lt . AT A INFSHA 5 1A E
FKerberos 58 A4 R TIME (HBHTIEBEME M) . fENFSv4 T, 7] LU

Kerberos; 7EV2ELV3, 8@ CAFFEEE A i A% FKerberos. 248 FAINFSv4HT,
W P AL FNATECE b5 K5 R, A4 ] fe 2 K AR AL

{&FE NFS 3 IEI

MBI AE R, /ete/nfsmount.confiEiEAE TNFSH:EEDT, XrfHTERER
F BRI T,

1. HHANFSARS 2

-
s =)

PRI EENIMHEZL, FHIMHZEHTFEERAANRLEE, BAHA L
NF, BPTRS “Bkili” IHA4WFENTFEER, FRIBEALTAFHY
B o

S it U S0 R4 T @My “ REtil” , IR AEAT T fige 2 9 /b ] 6
HHH RGBT BN P EE. RAERRERAEL T, 4R Hrw
LI Fl, SRYFE AV, )ﬂ”%ﬁﬂﬁf@%%%ﬁﬂiﬁ@}ﬂ@o XAFE I H s,
/tmpFl/usr/tmp .

Frwi AR H Sy, Bl I n] 5, X AEAT AT e m BRI U o A S
IS FH AR P DA BH ST A A7 5 0 B A7 DD 25 B PR AL SS I 2 A, 3t 3 H St v
AR (B o o R0 Gk 7 FH AR mf DRk ax ol XUz o — 6 FH P 3 AE AT
SSHEHH e %, R E ks 3 H AR . sl FH 25 i sl {6 A
Kerberos 1] PAJak b XU o

MRE RARED AR A e S H 36, fENFSHRS %% L A# i showmount-efiy
LR EEZRS A FHPINE . B2 T HEA H R A

TL%QJ@ﬂﬂno_root_squashiiiﬁ, It H o EIA 23R, DRI R Zik
Wi. BZELR, ESREE3S.6T “EZEHno_root_squashi£IN” .

secureit Wi /& HE’(R%%%':H@IH IR 2 iR &5 2 it HREM “fREE” i L3 TS
Ho BREHT, MRSHs R avrs st “fRE” b (lﬂﬁDﬁ?TEﬁIOM)
HEAT I8, Iﬁﬁ:?fﬁiﬂ%ﬁ PR nvrEl “nE” AR (BN NFS%
F) RAF R X S . ARTAE KGR W 2% b, 3 F P B el o FE 2 2 i i root -
A DRISE, an AR B un D T T B IR A R, X TRG S m 5, a2
AR R ERTIA, BREORE i O AR 2 A, P I R i EE
kerneros. [ ki, PARBRE R AR E R A e TS .
WIERATREMITE, K2R I AR B o 1. AR, FR B o 2 BRI 550,
Fb P OUHZAPLEHA K ENFSEE R ) Al Lk Y5 & = o .
Linux% o] LB “noresvport” #H:#ETURSE K. WRH P AEETH H %
R dritiafE, BarPldit “insecure” §HEIRTE K
**Jtﬂﬂ)jyx‘%ﬂlﬁ&‘%&fe MBUFHIME . fEH ANFSHR S 2 1) LA B B,
BERE UG 0] FT3E N R 55 22 N RN 25

2. HANFSE

¢ Fnosuidide TRk 2% 114 F setuid B2+ nosuld:lilﬁ ] 2% F set-user-identifierakset-
group-identifieriz, X ] FH I HE S IE It 12 1T setuid B2 7 SR EUE 5 REAL,  FE&
ity R0 R 55 4 iy A FH A2 348 10
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EREEER

noexeciZt I 7] 4% 1 -2 P b B BT P HAT SO, 8 A bk T AT B 1k P T E R R
1T T3 RGP T2 S fE, S RE28H0 (BMEA R TR XHERAMm

=, nosuidflnoexeciE TEN A2 AR HE L TN .

% Fnodevi& I Al By 1% P v “ device-files” {E N & AT A0 BE
resvportiZE /& & F v EIE I, secure & AH M. A AR 55 75 i F LT, resvport[R 2
HWAEMH “PREuw 07 AR T@E M. “LRE” OB “Mnd” om0 SR H AR
B P BFRST,  HeltirootF F e ¢ BLIX AN I T2 (e 45 . A P AR B8 110 3o 11 5 R 55
ZREATIE R

PULE, Frf A INFSH S i 4K erberosiAiE 5 XM ERIL T sec=krb5.
NFSv4 3 ¢ Kerberosi#i /744, 1@t (i HkrbSiske i (e Bk, 8 FkebSp R R
B FARY . FEff FHsec=krbSHEAT HEA, iR XEHI LA AR, (HF E/ENFSIRS
mEmE.

NFSH 55 #3183 & [ /etc/exports S, FI Wi L SCIF A 48 LR X 28 H 35 57 H 310k
g E L.

AR
WA, RS R EH,

B, /Jetc/exports SCAEH I AR dy 447 AT 2L 5 £ Hlbob.example.com 3t = /tmp/nfs/ H 5%
1L/ R -

/tmp/nfs/ bob. example. com (rw)

=T, HTENAN AN, X Af/etc/exports F1 K LL R dr 247 AT SELS EHL
bob.example.comFE = [[]— H 3 [ R AR, FINSCEILE “Bra N7 HEERE / 58
K.

/tmp/nfs/ bob. example. com (rw)

2 U4 F showmount fy 246 21 BT A CLC B FINFSIE =, DUHfE L Z RN 25 -

showmount —e <hostname>

EZ1{£ A no_root_squash i%EIR

EAEOL T, NFSHEZ 2 ¥root /7 LSO — DM ARKEBUT K 7, Rlinfsnobody 71X
2244 T A root Q1 - K ST I T A7 %5 B2 2 Anfsnobody, X A7 1E F setuid i 2H K ¥ B A2 P
A%

EE

Jm R A& Flno_root squash, AR 4 &AZroot Al P 3L 7T VA R 7 F L AF R 48 69447 T4,
HETRERDL G ALEFLLC AP LIIT,

NFS frAEE &

NFSv4,&EulerOSERIAFINFSHR A, H'& R R X TCPHF 204935 I . un HA# FINFSv3,
i 7 UL R S0 N e I 1 o 1 2

SCE{RRAS 01 (2019-08-12) FRALITAT © HENFARAT IR A 7 56



e WL AR 55 a5 A R G V2.0 224 i W] T i 3 Y Tt

JINFSv3HCE 3t . NFSAEH 3 1 2 Hrpebind HEAT 224570, 2E G2 K R I
FIRE G AR . EERIAIXAN DR, WAL ete/sysconfig/nfs SCAFHR 5E B A S

H:

MOUNTD PORT: HFH#:# I TCPAUDP;I1 (rpc.mountd) o
STATD PORT: T &/RTCPFIUDPRA 1 (rpe.statd) .
LOCKD TCPPORT: HFnlockmgrf{JTCP¥il1 (rpc.lockd)
LOCKD UDPPORT: HFnlockmgrffJUDP%# 1 (rpc.lockd)

N
s =)

RO KO TR A T A CIR G, N KGHITRE, THLROFT AR
TCPA=UDP#20495% @ (NFS) .

FENFSAR 55 %% _Fia47 iR 45 %8 L3z 4Trpeinfo -pan 4>, T A A5 A 5 T ATRPCEE 5 .

3.5.7 {RFE Apache HTTP fR$ 2L 2

ApacheHTTPA 1R % A] FRIE AN S A W] F] T PR Apache HTTPR 55 %% %4z AR /NS
fA L/ 44 T 121217 Apache HTTPHR 55 #5 i AT R F (R ER A

FERNAFZ 2R, — 0 BEAL ST AR R R Gt histT. A5k, Hifr AT rootHl /' 4
ARG N A B0 CGIRE H k. EMEIX— i, WAE Aroot 1247 LA fiv
A

S

chown root <directory name>
chmod 755 <directory_name>

ROEH SN R B DU EC BRI (FE/ete/httpd/conf/httpd.conf FEATHEC &) -

FollowSymLinks

BEAE NEA G, DRI AE G A B R 3 X TR 55 4% ) S Rroot H ¢, TR
7. B, G208 )7 SRR SRR

Indexes

BEORMIR S NV R A, (EIFE LB By k15 e 25 B AE R 55 ST,
ZIUM BRIX AN 2

UserDir

A TR0 R G T P R AELE, BT DL BB UserDirtfi 4. 7
Wi 3 EJ AR 44 H R, RS FIDL F 46 4
Lserdis disabled oot

X L8484 F T froot/Z AN BT F Y B 3%, mlSoE L & B SR IX —Thhg . BAE
AR P F R PRI P, MZ54E UserDir disabled i 24T ¥ UL 22 k& 43 B 111 FH 7
VIE

ServerTokens

ServerTokens#g 215 il 76 I 55 A il NAR kA5 S, X5 B2k RS R . BaH

AERMEE, B TS5, 7T U EET B e CERE.

a.  ServerTokens Full (BRINIETD , RULFTEATHEE (OSZEIY LK i H A5
ﬂ%) ’ WUﬁD:

Apache/2. 0.41 (Unix) PHP/4.2.2 MyMod/1.2
b.  ServerTokens Prodal# ServerTokens ProductOnly, FEfitPLTF1E R
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Apache

c.  ServerTokens Major, F&ftUL {5 R
Apache/2

d. ServerTokens Minor, FfitLL N {EE.:
Apache/2. 0

e. ServerTokens Ming{# ServerTokens Minimal, ZHtUL FER.:
Apache/2. 0. 41

f.  ServerTokens OS, #fitPL F{ER.:
Apache/2.0.41 (Unix)
@1 fd FH ServerTokens Prodit i, IXFE—3K, WEIEBHEH HICZERIOC T &
FEATHHE R

(1] ieg
% 97 & IncludesNoExecd§ 4~ ZKIAE LT, “IREFBamHAN”  (SSI) 3 Lk AT 4
Ao ARSI LB, BB REZHINLE, BACTRAALFXEFERATHITH

4.

fIB& httpd =X

FERLAEBL T, i MERAR € fhttpd =X,  DARRMIHTTPARSS 23 DhRe. ZELlx—H
(1), R T NEEAN AT RS, Zm 24T TN AE ete/httpd/conf/httpd.conf 3 £ H1
MR R filt, SERMBRACEREIE, U@L S T Sl AT R “# 7 F5F,
N B AT I IR -

#LoadModule proxy module modules/mod proxy. so

VR, fetc/httpd/conf.d/ H FELE 1 AT FH T ISR 1 e B S04

3.5.8 {REE FTP &%

FTP BFER

AR (FTP) s —ANECECIHITCPIMY, I SkidEd Mg e k. B
S5 T AL A A, ISP E, FRRRZEINE, P AUONFTPR — A% 4
i, BRI E AT E .

N2 tE B AT T i B vsftpd FTPARSS -

A A, AR SIE R B AR T, EAME R A T
ARfi R BR REOE R 5 LB RS

BN vsftpd B US55 B, MIZULE /ete/vsftpd/vsftpd.conf S AF FRIR I LA R $64

ftpd banner=<insert greeting here>

& A5 BOCAE e FiR R4 H1 ) <insert_greeting_here>.

XT2ATEEME, ARG S ER2HnE BEH, WA T ARG
BB 4 N fetc/banners/ (1T H . fEARGIF, HTFTPIEEIIERE B U Alete/
banners/ftp.msg. LA YR SCAF 7R -

#aaHaat Hello, all activity on ftp. example. com is logged. HEH#HHAHE

B AEvsftpdH 5| XA EFAG5 B, WA etc/vsftpd/vsftpd.conf LA ERIILL R 454

banner file=/etc/banners/ftp.msg

W] ARIEBANAG 238 7R %5 1 I TCP Wrapper (F13 N 4% .
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E&i7ie

/var/ftp/aiﬂﬁﬁf (E AT OSSP o AR IX AN B SR I B ] B 1R 5 VA e e vstipd R 1
£, XN N EE 4 F P AL H S, IR 4 G E H S R ERUR

BOAEOL T, AP AR E MER H K.

-
A=

R AMFTPIR S B9 E L1715, A AR B EERGHREIIEGIZE,

o [E¥ LAt

BERvrE SR P bAESCH, A EW»)(?Jr_/Var/ftp/pub/F{j RS H . B AR
1B, TZIE NrootH] P2 T L R i

# mkdir /var/ftp/pub/upload

T, EEBR ARG A R % H R P A A

# chmod 730 /var/ftp/pub/upload

Z H R BRI SCIR AN R o -

# 1s —1d /var/ftp/pub/upload
drwx-wx———. 2 root ftp 4096 Nov 14 22:57 /var/ftp/pub/upload

FOVFRE 2 A PR S H s P st IO B N, X2 R G R IR A o
J4h, fEvsftpd T, TE/ete/vsftpd/vsftpd.confSCAF R IT L R AT

anon _upload enable=YES

R PP

-
s =

./JFTPEIZ:&C/L\Q’JWJ&XT* 20 E 0 B P LA FA B ATINGE, PTARITFIEZL Z SR P
INE R Pk P aF R R 5 5B

AR Hvsfipd H I FTE H P K, TIZITE /ete/vsftpd/vsftpd.confrH 8 LA T 54

local enable=NO

PR o EEERIEFTP; W A PRI P BB R e 2K 7, il firootFH P BB A
sudoRE BT P, o 47 B 7 VR 2 i FHPAM 3 S04 - Fvsfipd I PAMIL B S04
A& /etc/pam.d/vsftpd.

W T] AERRA IR 5 i ELREAE R R P o
B Evstipd P25 F R E MK 7, 7 7E /ete/vstipd/ftpusersHH R N 7 44

3.5.9 {RBE Postfix &L L

Postfix & ML HIAAEE (MTA) , B S IBRE R (SMTP) 7EH EMTAFIH
TR P uma AL AR 2 MR T E R . BB ZMTAER AT AR 2 [a) hn 2%

W, (HRZHIEAZREA, DA AT AR A 5 X 4% 0% H 7~ B AR AR M AN 2 4 1)

HIETE . Postfix 1t Sendmail i NEulerOSEX A FFIMTA .

SR I Postfix e 55 &% (1 7 fiff o LA 1 i
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PR#IFELLAR ST BT

PR Ay FL P RO A 0T, it 2 T DAAR 25 5 A PRI A2 e Al 25 2 AT ok e, S 80E
Y55 . JEILX /etc/postfix/main.cf U HH IR L BEATBR A 50 0E , AT LAAT R BELIE 38
Wilro W ER CAAAERTESIRE, S0 RIIR, K i ZRE N 21 B 7 145

L,
{directive> = <value>

PAR — #5454 7T I B A HE 40 e 55 2 i«

® smtpd_client_connection_rate_limit: SRR, ARfA1%5 P 221K 51X AN IR 55 20473
e K AR ERIMAE 0, Xl SR R BRI (BN, 2% 7 AT HEAT ORI
 S5PostlixREZWUINIERL I — 12 . BUAMSOL T, WTHERIEEAEM A
Fo

® anvil rate time unit: XK A ERCHE T IR R BRI 5. ERE 260D .

® smipd client event limit exceptions: M I%EHz A (Rl iy & HH FrHERR R o 2R
WIEBL T, WA HEBREAS AR 2 ) 2% 7

® smtpd_client_message_rate limit: FELAZIF[AIPY, 2578 So VR dEA7 18 SR AL 815 B 10 &
RKIKEL (ANEPostfixe 5 HFEBOX LAFED

®  default_process_limit: FEALREE Ik 25 B Postlix T EFEER A BB RAE . IX PR AT e
BRI N #E master.cf SCAFH AR E AR S5 T HGHE o BRIAIEOL T, THAE 100,

® queue_minfree: TERAFISCAFRGE T, FWOHEIE PTG B/ AT S E] CRA 15 9 5
A1) o Postfix SMTPHR 45 & f8 F it 45 4 R HI k2 5 ] LIS B A . BRSO T, 4
A 2 [E] [ i ME /N Tmessagesize limitf) 15750, Postfix SMTPR 55 #3 | 235
#MAIL FROMAE 4o SRR & — NS & il 2 Al s ME R & 2R AR ) 5E
—/~queue_minfreefd, H K/NE/D>Rmessage size limitfI1.56%. BIAHRL T,
queue_minfreefH /&0

®  header_size_limit: F TfEAAE AR K K NAE (BLEI5 N8B o i FRdR
K, WrBHE &7 BINEH T, WE 4102400,

® message_size_limit: 15 EMHEAME (LFERNEAD , BAFEEHERE. B
&, WA 910240000

NFS LK Postfix

TG 27K Wl tEspool H 3%, /var/spool/postfix/, JHEINFSIES b KCANFSv2FINFSv3A
SORFEN ] IDAALRFIDR ], BT AP el 52 2 F ) T BLA AR UID, 4k
AN ERUABE LG PRI AF o

(e

FENFSv4 ¥ 1 flKerberos, #LA4HIEAHF . B HSECRPC_GSSHHAE R AHIBUIDHE T
NE. 122, RIFIEAREHFI A B FRBINFSEZ A F,

REMABBHRIR P

R A PR Postfix Il 55 #% _E IR, e ih sk Ao R Re i iR AR P
Vi ] Postfix IR 55 4% o B iZ 2% IR IR AR 55 4% L A shellbk F 5 7], I H./etc/passwd ST A HY
Fi A shell FH 7 #i . ¥ 5E 2/sbin/nologin - ([ T rootH FF 2 48 &

= Postfix P&l

BAAESL R, Postfix i 13y RAGTIT Ath (=] bk, m] DL i 25 & /ete/postfix/main.cf3C
PERAZSE
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P F /ete/postfix/main.cf3CfF, LAHALR R HIIL T Fllinet_interfacestiy 217

inet interfaces = localhost

IXFEA PR Postfix R HZISCR B A R ST AR B M RIIEPHE R CRbinsg R 554
) o XABNEE, I HARY Postfix G 52 P 48 Bl .

inet_interfaces=all i & 7] F T-MIBR At EALBR A, FF H foVFPostfix i W i A 42 1

3.5.10 {RF&E SSH

Secure Shell (SSH) f&—/MEAHIFIZH L, WL %A HSRIE 5 LA R4 173
Mo STIESSHA (L4015 B ASAL IS T e kA

SSHECFF{H N s (1 8 S iy, 3 bl R P s g 0 2 4. SR AT DA IR Aoy ik
HHARRZ FINER IS &, XN N R FINE. A7 R W3 2 Ffi
ETEREZER, ES %3510 “SMIAETE” .

N T A IR TGIE, 78 /etc/ssh/sshd_config XA H ] Pubkey Authenticationfi &

TR FEREN “yes” o WBHEE, RXEKINEE. fPasswordAuthenticationfii 2 15
N “no” , JUIASSCHRRHE I 5 5%

fifi il ssh-keygen iy & ] L B SSHE A . WAERA TSR T, WHAISSHE
B, WIS 20480 RSAT I . FEERINIEIL T, B e~/ ssh L. 4T LLAE
FH-DUI B O BRI . IR RIS, 2048 b1 AR s T .

fE~sshHH, BESE BN . 29i81Tssh-keygenfir &, U1R A 4532 IXFER

WG, B4 B A O A At 2 i 4 id _rsafilid_rsa.pub, JF HAr & A ARAH. H
SN BEI ORI, R B B OSBRI B A  A HARAE T N AR AN AT 5, AT

Refro IR, NPT EALIEB R EE R RS M) UL ssh-copy-idir &K
PR B B IR 45

$ ssh—copy-id —i [user@]server

XA A2 H At A HE I B IR 55 4% [1)~/.ssh/authorized key S AFH. 24 il B & o
MR 552 ), sshd~y 3 iERE i 23 A 25 b ST A

[FIREI, X T8 65 AL A GIEN LA, T BRI S e SSHE . IXAE Mt
{5, & i Tk Mauthorized_key STIF S BR BT A A F I H o

SMINIER &

S Z METEEE Z R GE, SIRTHRT K ARG IR GBI U], 54 &R
GBI IEREANIR o 2R 2 R VRS KRG P, AUy A 18 5E 1l
WEJTVE, A B3 B AGHAT Vi IH] .

1% i /etc/ssh/sshd_config 304 7 ] AuthenticationMethods i & 454, 75 & B AH A FOAIIE
Jite

[ARFT

BRRAES T AR LS WA EGINET EFV R, MPLRAXRE T —WIR Lo &M T &k, Pk
HREARIT TR, BIERT, HAKET H69 LARLA LT 5,

i 1 :

AuthenticationMethods publickey, gssapi—with-mic publickey, keyboard-interactive
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R 2B S R Th G FH P A2 B i publickey A IE Fllgssapi-with-miciAiE, 2 publickeyil
ilF fllkeyboard-interactivetAilE, H54 H A1 A IR ) AuthenticationMethods i 4 i3 17 AL B
[Fsshd5F A FE A REAS B AGHAT VT Ml o TEVER, BASPFTER BIUUE 5 B A X B
MIBCE RS (I, Jete/ssh/sshd config 4 H [JPubkeyAuthentication) , 77 AJ #EfffiHh
Ja o

Hith7575Rf&E SSH &£

3.6 M5

o hiiiA
I EulerOS AT AL ISSHEML,  BIAE I WM (32 47 32 F5 SSH-1 LA K2 SSH-2 i A< ) 3
W, B & B SSH-2/R A A M« SSH-2fl A HEEE IH iR SSH-14E T — S8 () 2
HE, I H oK 2 B e B %k 0 A8 A F SSH-20 4 AT H

AW P I SSH-2, X AT A SSH MO A% H AR A8 TR PR v [ ik 31 K
k. 3E L fE F /etc/ssh/sshdconfig A4 A FJProtocolfic & 54>, 1 48 & sshd 57 3 32
JIT SCRF I RRAS B0 B8 AR RRAS I P . BRIN I E 22

o A
BRSEUL T, ssh-keygenfir 422 /F l— % SSH-ORSABRIA 4, /H-0e T, i@id 4
A e A4 I DSABKECDSA % #1. ECDSA

(EllipticCurveDigitalSignatureAlgorithm, 5] #h 285 725 44 5% 11 [R5 (1% HH

KRE T a SR L A B3 o et mT AR R R B

® EER NI
BRNTE DL, sshd~F4P kR 2 i W22 2% v 1o B8 5o H i b Rz BT H
) 28 FA 5 1T 3 ol PR B N\ﬁﬁi‘ﬁﬂ—:@t—ﬁé M. JEit i FH/etc/ssh/sshd_confighit &
A PortdE %, FIHRE N H . HEE, ERVHEHIERR NG, BT
SELinux#RN K E . i E Arootiit ANLL T84, 1&ssh_port tSELinuxZA!,
PL5E R A -

# semanage —a -t ssh port t —p tcp port number
e bRy A, HPortfa 448 & #1115 B port_number.
®  dFrootE %

R HAE jjrootﬁﬁ F i V1% 1F /ete/ssh/sshd_config 3 A4 H1 i PermitRootLogin it
Big ﬁﬁ)ﬂino AR 1EAE FrootH 8 5%, B ERE A DL R LA P g R R
17 T ARl ar 2 EZF%ﬁEXTrootﬂlﬁ

3.6.1 REHIFELEIIFR
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3 g M

3.6.1.1 HéEdRsR

£ 3-15 B4k

$IPT | BARERE POYE: -]
KHO | EE4ATRGNKFA P REEZ HRIFEEIKS, HELTNER
AU | RIS, ST SO ete/passwd,  FF | IAFTHUIGINIK Y, 2502, KR B A
B i B LA FA R, ARNEEIES N
3.2.2.4 WEKFHIA .
BERAK GG, fIIF | HRIAE ZRSK ) Hshell A2 /sbin/
X Affete/passwd, ARG | nologin, NN HAZE .
Shell & 75 >A/sbin/nologin .
HES | 152 N3243 MBRGHE, & | HEXIAGHEI RS, 53
ey | B RGH SRR B H 3243 WBRGHEE T HEHER
é}ﬁc
BEZN3243 WEBRGHSE, & | Wi ARmEHE, 5303243 0
HHEREBHH . RGHEETH A HERS.
HZN3.2.4.5 MESE T FRER | HERIETRG A, AL ET
A, BEHITRGELEEW R, EEFIEHIT RS, HEITE, i
% 1.3.2.4.4 FFJRRAH T RS-
i Flauditct] -15¢ 25 F /etc/audit/ WS RIS A AR, AR AR R
auditrulesSCF, FRINE IS E | BATE, ASEFEMGZE 50
BHAH,
WEZ | BEAHTRGAESEERTYS | A% @Kk SHESUYIE
B | WESEYIE 3. , BAREESN3.2.71 8858
MW ZSH.
Bk s | FH a4 “iptables -S” TERT K | £ B KEEHN A ASFAF, 4o
HmgE | BRI TS AR, FESZ AN X 45 (R AL, U] 2 IR %
i U, EARERMEVE WiptablestE 7
3.6.1.2 A4k
% 3-16 A4%iP3R
44 | RIREBE POPNE ;]
5
M| WK RO R A | AR B, R R B S bR
04 | 2 g3, AR P RS T B, BA T,
Yrip DU 3 B oK A P AR ZE K, B A i
% 1.3.2.2.4 WEWK T HIA .
W 3229 WEKFE | AEKSOBEITREERE, NTEE, L
B, WK HER | B ERERUR .
ERERH .
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Hip | BiERE Xt R FR e
I
R4 | ES 3232 KEHRE, RO 2 R EERE, DRI -
Mg | AR A A GE AR
#eyr | L
HZN3.233 WERS A | A RIE L RIRS, WA IMER.

» RERGAZRIR

W2 N3234 WEENE | HEEIAEZRIED, SBARSHLETT
BfE, MAELHAZR B ATCE, WK R
. ARER FENLIEESE .

L | BB H3243MERGEH | WRH G R, 2 E I A s ER .
it | &, s H ST

i

WIE | S R OSERELY, AR IR R E AR LR, R A4
B | REHLSERERERT | BREEPEUOLSERE, EHEE
dgeyr | FFEESR Ko

B RERNHEREYE A SR R A T AN AL EOR, IA% TR

¥, REERMERER | XUEREEPEUASE R NERE,
HARATRERE Hi 2K

B Wsuf R4S, #d | EHHSARNIZAGsulUR, W& sut R4
AT ARG EAsuBRAM | RIS R P sutR .

F S W% B A subUR o

E5 1.3.2.5.2 &H'SSH, BT, WEHA—ZRRE, Gk E
¥ A SSHA L & 2 15 5 B, D42 HE SR AR S B K i B I8 T .

2.2.1.1 NESSHAR S+ —

.

XfE | S N3.2.6.0 ESCHAL | HOCIERRE RS, WREWRR, 28
PR | R, EEARRES | BB, HS03.2.6.1 KB CHAR &Y
ey | REEFHK. PEEOCAFRUR -

3.6.2 A &S HER

EulerOS A &y 4 5. xIsx

(AR
EulerOS#:1F & %k T RARE N M E, # ZRedhat®ysME &, X 242 EulerOS A #F &4 i K F
ks, T QAT R Adedr A A P AR TR AL K A S EmandS 1T 8, RAE
¥ A,
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4 B SR

A FE R xIsx
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5 R 1%L i B

EulerOSHE FIAR#E A%, BRAASCREFTAARE AL I, 77 i rT AR Mk 55 75 248 Hliptables
BEIAT BT, IR

%% 5-1 EulerOS X #Fii 53
B Z v L= BiAR
ICMP 1 WX 2% 42 14 22 (Internet Control Message

Protocol) #& M E& WM SO AIRZ Oz —, FHT
TCP/IP I 28w h ik il 2.

IGMP 2 FEH & PR P (Internet Group Management
Protocol) & F - BH IRl 9 B0 130 2 4 4H 1 R 1)
—FRIEAE P

TCP 6 AEHEHp1 (Transmission Control Protocol)
P A ERR R ATEER) . BT AL
2SI HRFC 7935E Yo

UDP 17 F P #8408 (User Datagram Protocol) /&
— ™7 PR TR () B HR A i 2 W, HRFC
7685E o

UDPLite 136 BERHP AL, BHRFC 38285 Y.

PIM 103 P TE K2 (Protocol Independent
Multicast) &2 &M B E, W DUFHES
% R B AT R R S R P CELRERIP,

OSPF. IS-IS. BGP%) Jiii: sl B4k ik £ N
IPZHFEFR ALK .

Nmapth 345 LR -
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5 WM

% 5-2 Nmap Wil F3EER

PROTOCOL STATE SERVICE REASON
1 open icmp port-unreach
2 open|filtered igmp no-response
6 open tep proto-response
17 open udp port-unreach
103 open|filtered pim no-response
136 open|filtered udplite no-response
JRIGFH A pro.rar
[ Dsem

2. 103, 136%L 894K Hopen|filtered, £ B T Nmapt)ig 69 3N IR AL, AR I K, T QAT

A RE, AERSERE L EFF R

SCAYRRAS 01 (2019-08-12)
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SecureCAT HHAMGER kS

EulerOSf [l SecureCAT TR #5731 70, VEAHZ AN T 70l i
EulerOS SecureCAT Report.xlsm
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7.1 33929 - PCI DSS compliance

7.2 56209 - PCI DSS Compliance : Remote Access Software Has Been Detected
7.3 17704 - OpenSSH S/KEY Authentication Account Enumeration

7.4 17705 - OPIE w/ OpenSSH Account Enumeration

7.5 17744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port Bouncing

7.6 78655 - OpenSSH SSHFP Record Verification Weakness

7.7 86328 - SSH Diffie-Hellman Modulus <= 1024 Bits (Logjam)

7.8 85382 - OpenSSH < 7.0 Multiple Vulnerabilities

7.9 84638 - OpenSSH < 6.9 Multiple Vulnerabilities

7.10 85690 - OpenSSH < 7.1 PermitRootLogin Security Bypass

7.11 90022 - OpenSSH < 7.2 Untrusted X11 Forwarding Fallback Security Bypass
7.12 90023 - OpenSSH < 7.2p2 X11Forwarding xauth Command Injection
7.13 900104 - SFTP cd / Command Privilege Escalation

7.14 900208 - The private key encryption check

7.15 OpenSSH <=6.6 SFTP misconfiguration exploit for 64bit Linux - Remote
7.16 Openssh MaxAuthTries PR fill 53t I

7.17 OpenSSH roaming_common.cHE 2z 41 [X Jii H Il

7.18 OpenSSH sshd mm_answer pam_free ctxF¢ /i # A FH i

7.19 OpenSSH 'x11_open_helper()' B8 2 4= IR 1] g1 i v

7.20 CVE-2015-6565

7.21 93194 - OpenSSH < 7.3 Multiple Vulnerabilities

7.22 96151 - OpenSSH < 7.4 Multiple Vulnerabilities
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7.1 33929 - PCI DSS compliance

P NG 3%

Name

33929 - PCI DSS compliance

Synopsis

The remote host has been found to be NOT COMPLIANT with
the PCI DSS external scanning requirements.

Description

The remote host is vulnerable to one or more conditions that are
considered to be 'automatic failures' according to the PCI DSS
Approved Scanning Vendors Program Guide (version 2.0). These
failures include one or more of the following :

- Vulnerabilities with a CVSS base score greater than or equal to
4.0

- Unsupported operating systems

- Internet reachable database servers (must validate whether
cardholder data is stored)

- Presence of built-in or default accounts

- Unrestricted DNS Zone transfers

- Unvalidated parameters leading to SQL injection attacks
- Cross-Site Scripting (XSS) flaws

- Directory traversal vulnerabilities

- HTTP response splitting/header injection

- Detection of backdoor applications (malware, trojan horses,
rootkits, backdoors)

- Use of older, insecure SSL/TLS versions (TLS v1.1 is the
minimum standard)

Details of the failed items may be found in the 'Output' section of
this plugin result. These vulnerabilities and/or failure conditions
will have to be corrected before you are able to submit your scan
results for validation by Tenable to meet your quarterly external
scanning requirements.

If you are conducting this scan via Nessus Cloud and either
disagree with any of the results, believe there are false-positives,
or must rely on compensating controls to mitigate the vulnerability
then you may proceed with submitting this report to our PCI portal
by clicking on 'Submit for PCI Validation'. You may login to the
Tenable PCI portal using your Nessus Cloud credentials and
dispute or provide mitigation evidence for each of the residual
findings.

See Also

http://www.pcisecuritystandards.org

https://discussions.nessus.org/community/pci

Solution

N/A

SCAYRRAS 01 (2019-08-12)

FRBUIT A © HONEARF IR AT 70


http://www.pcisecuritystandards.org/
https://discussions.nessus.org/community/pci

TN AR 55w A R G V2.0 224 i W] T 7 i o M

Risk Factor

High

Plugin Information:

Publication date: 2008/08/07, Modification date: 2015/07/23

Ports

tep/0

CVSS Base Score

N/A

DR

XAEPCIDSSE R, 220 =T SUAHMT ML B 22 b e, EulerOSA R [ M

ilﬁjo

7.2 56209 - PCI DSS Compliance : Remote Access Software

Has Been Detected

popEE P

Name 56209 - PCI DSS Compliance : Remote Access Software Has
Been Detected

Synopsis A remote access software has been detected.

Description Due to increased risk to the cardholder data environment when
remote access software is present, please 1) justify the business
need for this software to the ASV and 2) confirm it is either
implemented securely per Appendix D in the ASV Program
Guide, or disabled / removed. Please consult your ASV if you
have questions about this Special Note.

See Also N/A

Solution N/A

Risk Factor Medium

CVE No. N/A

Plugin Information: | Publication date: 2011/09/15, Modification date: 2015/03/23

Ports tcp/0

CVSS Base Score N/A

SHER

XAEPCIDSSE R, A2 =5 SUAHMT LI Bd 22 b e, EulerOSA RS [ M

ﬂao
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7.3 17704 - OpenSSH S/KEY Authentication Account

17704 - OpenSSH S/KEY Authentication Account Enumeration

OpenSSH 4.6 and earlier, when ChallengeResponseAuthentication is
enabled, allows remote attackers to determine the existence of user accounts
by attempting to authenticate via S/KEY, which displays a different
response if the user account exists, a similar issue to CVE-2001-1483.

CVE-2007-2243

5.0

Enumeration
pEREET Y
Name
Description
CVE No.
Base Score
DER

EulerOSH ffjOpenSSHAMEL & S/KKEY 3 1, A2 IR FA M o

7.4 17705 - OPIE w/ OpenSSH Account Enumeration

17705 - OPIE w/ OpenSSH Account Enumeration

OpenSSH, when using OPIE (One-Time Passwords in Everything) for
PAM, allows remote attackers to determine the existence of certain user
accounts, which displays a different response if the user account exists and
is configured to use one-time passwords (OTP), a similar issue to
CVE-2007-2243.

CVE-2007-2768

43

pNEE TR
Name
Description
CVE No.
Base Score
DGR

EulerOSH [IPAMANEL & OPIE, A2 iRV 5200

SCAYRRAS 01 (2019-08-12)
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7.517744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port

17744 - OpenSSH >= 2.3.0 AllowTcpForwarding Port Bouncing

The default configuration for OpenSSH enables AllowTcpForwarding,
which could allow remote authenticated users to perform a port bounce,
when configured with an anonymous access program such as AnonCVS.

CVE-2004-1653

6.4

Bouncing

imiE
Name
Description
CVE No.
Base Score

TSGR

EulerOSER A 14 B AllowTcpForwarding no, AN3Z IR 52

7.6 78655 - OpenSSH SSHFP Record Verification

78655 - OpenSSH SSHFP Record Verification Weakness

It was discovered that OpenSSH clients did not correctly verify DNS
SSHFP records. A malicious server could use this flaw to force a
connecting client to skip the DNS SSHFP record check and require the user
to perform manual host verification of the DNS SSHFP record.

CVE-2014-2653

43

Weakness

pEREETpYY
Name
Description
CVE No.
Base Score

DGR

EulerOS .4t fEopenssh-6.6.1p1- 11188, LA AR
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7.7 86328 - SSH Diffie-Hellman Modulus <= 1024 Bits
(Logjam)

P pGE 3%

Name 86328 - SSH Diffie-Hellman Modulus <= 1024 Bits (Logjam)

Description | A flaw was found in the way the TLS protocol composes the Diffie-
Hellman exchange (for both export and non-export grade cipher suites). An
attacker could use this flaw to downgrade a DHE connection to use export-
grade key sizes, which could then be broken by sufficient pre-computation.
This can lead to a passive man-in-the-middle attack in which the attacker is
able to decrypt all traffic.

CVE No. CVE-2015-4000

Base Score 4.3

THEER

E.& fEopenssh-6.6.1p1-25. 4185, AL AR .

7.8 85382 - OpenSSH < 7.0 Multiple Vulnerabilities

Py g 3%

Name 85382 - OpenSSH < 7.0 Multiple Vulnerabilities

Description | The kbdint next device function in auth2-chall.c in sshd in OpenSSH
through 6.9 does not properly restrict the processing of keyboard-interactive
devices within a single connection, which makes it easier for remote
attackers to conduct brute-force attacks or cause a denial of service (CPU
consumption) via a long and duplicative list in the ssh -
oKbdInteractiveDevices option, as demonstrated by a modified client that
provides a different password for each pam element on this list.

CVE No. CVE-2015-5600

Base Score 8.5

ShER

EulerOS &\ 4 fEopenssh-6.6.1p1-2218 &, AL AR .
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7.9 84638 - OpenSSH < 6.9 Multiple Vulnerabilities

imiEEd
Name 84638 - OpenSSH < 6.9 Multiple Vulnerabilities
Description | The x11_open_helper function in channels.c in ssh in OpenSSH before 6.9,
when ForwardX11Trusted mode is not used, lacks a check of the refusal
deadline for X connections, which makes it easier for remote attackers to
bypass intended access restrictions via a connection outside of the permitted
time window.
CVE No. CVE-2015-5352
Base Score | 4.9
TR

EulerOS H #ixorg-x11-server /425 H 7 XSECURITYH f&, /2 0penSSHIGIZE S A
AERKR, T, KA K.

7.10 85690 - OpenSSH < 7.1 PermitRootLogin Security
Bypass

PN 3%

85690 - OpenSSH < 7.1 PermitRootLogin Security Bypass

StheER

EulerOS &\ % & PermitRootLogin no, At AR .

7.11 90022 - OpenSSH < 7.2 Untrusted X11 Forwarding
Fallback Security Bypass

PR RS

Name 90022 - OpenSSH < 7.2 Untrusted X11 Forwarding Fallback Security
Bypass
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Description

According to its banner, the version of OpenSSH running on the remote
host is prior to 7.2. It is, therefore, affected by a security bypass
vulnerability due to a flaw in ssh(1) that is triggered when it falls back from
untrusted X11 forwarding to trusted forwarding when the SECURITY
extension is disabled by the X server. This can result in untrusted X11
connections that can be exploited by a remote attacker.

CVE No.

CVE-2016-1908

Base Score

43

ThER

EulerOS £\ 4 fEopenssh-6.6.1p1-25.21245 , AL AR .

7.12 90023 - OpenSSH < 7.2p2 X11Forwarding xauth
Command Injection

90023 - OpenSSH < 7.2p2 X11Forwarding xauth Command Injection

According to its banner, the version of OpenSSH running on the remote
host is prior to 7.2p2. It is, therefore, affected by a security bypass
vulnerability due to improper sanitization of X11 authentication credentials.
An authenticated, remote attacker can exploit this, via crafted credentials, to
inject arbitrary xauth commands, resulting in gaining read and write access
to arbitrary files, connecting to local ports, or performing further attacks on
xauth itself. Note that exploiting this vulnerability requires X11Forwarding
to have been enabled.

CVE-2016-3115

pEREETpYY
Name
Description
CVE No.
Base Score

4.9

SR

EulerOS C.4 fEopenssh-6.6.1p1-25.2158 5, AL ARk .

7.13 900104 - SFTP cd / Command Privilege Escalation

Py 3%

Name

900104 - SFTP cd / Command Privilege Escalation
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ShER

Description Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent
Service Credential: SSH Check Method: stepl: Check the remote
server to see whether it provide SSH service. step2: Use correct
username and password to login the SFTP server. step3: Try to
switch the directory to root directory ' cd /', and get the file list.
If succeed then means there is vulnerability. Vulnerability Detail:
SFTP service should provide limited privilege for the users. User
is not allowed to get the privilege of the root directory.
Vulnerability Source: ICSL Ticket

CVE No. N/A

CVSS Base Score 6.0

KGN PIWISFTPH P &S B AR H X5 HUR

R AR TR BRI 08 “SETPER M 7 , WAIWOY R, 7 Et T2k,
BRANZH 0 H AR HAHABRAA 7, 8 a5 iz BRRH 2, F 1
B RIZH P ALET R EMRE S, HBE, MFHREZH 0 H R 517
WE, BN AR AT R G A I, s 2 %I T4

EulerOSA & AR # AR S, NEE “SFTPERHAFT” , ¥ A ItiwiE.

P T EAR I S bRl 25 3 s B AT T, W RAFAESFTPER A7, RRRSI A ESH
Ui, HEeUTR4EE B3 NSO, BEE 54 H2.2.1.1 JHE SSHAR S

7.14 900208 - The private key encryption check

Py g 3%

Name 900208 - The private key encryption check

Description | Applicable OS: Linux/SunOS/AIX/FreeBSD/HP-UX Dependent Service
Credential: SSH Check Method: step1: Login the system. step2: Find
certificate files in specified directory '/opt' and '/export'. File type: 'cer|crt|
der|pem'. step3: Finde key fils ,File type : "key | key'. step3: Check each
file to see whether its an un-encrpyted private Key . Vulnerability Detail:
Private Key which is not encrpyted is considered to be unsafe. Vulnerability
Source: ICSL Ticket/Red Line 2.0 The private key of the certificate is not
encrypted, does not conform to safety regulations.

The private key of the certificate is not encrypted :
File: /etc/ssh/ssh_host rsa_key

File: /etc/ssh/ssh_host_ecdsa_key
File: /etc/ssh/ssh_host ed25519 key

CVE No. NA
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Base Score 4.0

THhER

EulerOSf# F Y OpenSSHIFIE A,  ERINTE UL T /ete/ssh/ H 3 T A2 TS SH ML S FH 1
HostKey, HAA&UIT:

R 7-1 SSH i 5 HostKey 3T % &

SSHI#MY HostKeyX ff

SSH vl /etc/ssh/ssh_host key

SSH v2 /etc/ssh/ssh_host dsa key

SSH v2 /etc/ssh/ssh_host_ecdsa_key
SSH v2 /etc/ssh/ssh_host ed25519 key
SSH v2 /etc/ssh/ssh_host rsa_key

OpenSSH# 4 i Z >R HostKey N REIN S, IR

ormally this program generates the key and asks for a file in whic
0 store the private key. The public key is stored in a file with
he same name but “ .pub"™ appended. The program also asks for a

aqqphraqe The passphrase may be empty to indicate no passphrase
kevq muqt have an emptv passphraqe) or it may be a qtr‘lng of

PRl L S TS 5 %5 OpenS SHE A F (T HostKey A& FH,  JE 1] @

7.15 OpenSSH <=6.6 SFTP misconfiguration exploit for
64bit Linux - Remote

Py 3%

Name OpenSSH <=6.6 SFTP misconfiguration exploit for 64bit Linux - Remote

Description | A user would be able to access all parts of the filesystem that he has access
to - including procfs if given SFTP access on a server that is misconfigured
and didn't use ChrootDirectory.

CVE No. N/A

Base Score N/A
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ShER

OpenSSH <=6.6 SFTP misconfiguration exploit for 64bit Linux - Remotefdif4-{ &%} % H
sftplk 5 75 ZALE . BulerOSAFAAE L HsftpH ;Y AW KT

7.16 Openssh MaxAuthTries PR$IZE 1T i®RE

iR e T A

Name Openssh MaxAuthTries[R il 5¢ i g

Description | The kbdint next device function in auth2-chall.c in sshd in OpenSSH
through 6.9 does not properly restrict the processing of keyboard-interactive
devices within a single connection, which makes it easier for remote
attackers to conduct brute-force attacks or cause a denial of service (CPU
consumption) via a long and duplicative list in the ssh -
oKbdInteractiveDevices option, as demonstrated by a modified client that
provides a different password for each pam element on this list.

CVE No. CVE-2015-5600

Base Score 8.5

SHhER

EulerOS .4t fEopenssh-6.6.1p1-2218 &, AL AR .

7.17 OpenSSH roaming_common.c HEL4E M [X i iR

NG 3%

Name OpenSSH roaming_common.cHE 2% [X i H I 1]

Description | A buffer overflow flaw was found in the way the OpenSSH client roaming
feature was implemented. A malicious server could potentially use this flaw
to execute arbitrary code on a successfully authenticated OpenSSH client if
that client used certain non-default configuration options.

CVE No. CVE-2016-0778

Base Score 5.1

DR

EulerOS £\ 4 fLopenssh-6.6.1p1-2518 &, AL ARk .
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7.18 OpenSSH sshd mm_answer_pam_free_ctx B/ EF|
HimiE

PR
Name OpenSSH sshd mm_answer pam_free ctxFé /i 54 FH i
Description | A use-after-free flaw was found in OpenSSH. An attacker able to fully
compromise a non-privileged pre-authentication process using a different
flaw could possibly cause sshd to crash or execute arbitrary code with root
privileges.
CVE No. CVE-2015-6564
Base Score | 4
SR

EulerOS £\ 4 fFopenssh-6.6.1p1-2218 &, AL AR .

7.19 OpenSSH 'x11_open_helper()' sRE & £ R$I ST R

imaER
Name OpenSSH 'x11_open_helper()'BA %k 2 4= [R fill Se it I i
Description | The x11 _open_helper function in channels.c in ssh in OpenSSH before 6.9,
when ForwardX11Trusted mode is not used, lacks a check of the refusal
deadline for X connections, which makes it easier for remote attackers to
bypass intended access restrictions via a connection outside of the permitted
time window.
CVE No. CVE-2015-5352
Base Score | 4.9
THER

EulerOS [ #Hxorg-x11-server X 1425 ff| T XSECURITYH &, il /&0penSSHITA LA
AEHR, TNk, B K.
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7.20 CVE-2015-6565

P pGE 3%

Name CVE-2015-6565

Description | sshd in OpenSSH 6.8 and 6.9 uses world-writable permissions for TTY
devices, which allows local users to cause a denial of service (terminal
disruption) or possibly have unspecified other impact by writing to a
device, as demonstrated by writing an escape sequence.

CVE No. CVE-2015-6565

Base Score 7.2

DR

IR RS20 B RCAS openssh 6.8F16.9k A, EulerOSA# FH f1)6.6pl, 452 iZiIR i o

7.21 93194 - OpenSSH < 7.3 Multiple Vulnerabilities

i A A

Name 93194 - OpenSSH < 7.3 Multiple Vulnerabilities

Description | According to its banner, the version of OpenSSH running on the remote
host is prior to 7.3. It is, therefore, affected by multiple vulnerabilities:

- A flaw exists that is due to the program returning shorter response times
for authentication requests with overly long passwords for invalid users
than for valid users. This may allow a remote attacker to conduct a timing
attack and enumerate valid usernames.

(CVE-2016-6210)

- A denial of service vulnerability exists in the auth_password() function in
auth-passwd.c due to a failure to limit password lengths for password
authentication. An unauthenticated, remote attacker can exploit this, via a
long string, to consume excessive CPU resources, resulting in a denial of
service condition. (CVE-2016-6515)

CVE No. CVE-2016-6210
CVE-2016-6515

Base Score 8.5
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ShER

EulerOS openssh#A A ff Funix_chkpwdZil A4 1E &M, 2% 0K EHFATIRHIA R
WG AL B A BRI TR () 2, A SR AR

7.22 96151 - OpenSSH < 7.4 Multiple Vulnerabilities

i e i A

Name OpenSSH < 7.4 Multiple Vulnerabilities

Description | - A flaw exists in ssh-agent due to loading PKCS#11 modules from paths

that are outside a trusted whitelist.A local attacker can exploit this, by using

a crafted request to load hostile modules via agent forwarding, to execute

arbitrary code. To exploit this vulnerability, the attacker would need to

control the forwarded agent-socket (on the host running the sshd server) and

the ability to write to the file system of the host running ssh-agent.
(CVE-2016-10009)

- A flaw exists in sshd due to creating forwarded Unix-domain sockets with
'root' privileges whenever privilege separation is disabled. A local attacker
can exploit this to gain elevated privileges.(CVE-2016-10010)

- authfile.c in sshd in OpenSSH before 7.4 does not properly consider the
effects of realloc on buffer contents, which might allow local users to obtain
sensitive private-key information by leveraging access to a privilege-
separated child process. (CVE-2016-10011)

- A flaw exists in sshd within the shared memory manager used by pre-
authenticating compression support due to a bounds check being elided by
some optimizing compilers and due to the memory manager being
incorrectly accessible when pre-authenticating compression is disabled. A
local attacker can exploit this to gain elevated privileges.
(CVE-2016-10012)

CVE No. CVE-2016-10009
CVE-2016-10010
CVE-2016-10011
CVE-2016-10012

TR
® (CVE-2016-10009: .4:7Epenssh-6.6.1p1-28.h7fRAMEE .

® (CVE-2016-10010: EulerOSf# fffjopenssh, 3T CentOS 7+ openssh6.63R %Lk,
centos Mopenssh-3.3/3.3p 1 FF- 46 5 FH T HREAL 4125, 1M H. sshd socket’% & & FLIHT 1) T
fE, fEopenssh6.6MUANIEAREE Y, PRI A J I i o

® (CVE-2016-10011: C.&ffopenssh-6.6.1p1-28 h8H 185, At HiRik .
® (CVE-2016-10012: .4 fFopenssh-6.6.1p1-28.h11F1EE, At iRk .
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